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1. Quick start

1.1 Enter to system

After installing Centerm desktop management system, log in system by following modes.

1. Open the browser and input the management server IP and the using port in address bar, as
shown in following figure. Notice: the address prefix is “https://”.

hitps://192.168.106.181/Terminal/login

2. On the login interface, input the username and password. At the first time of login, log in with the
default super administrator. The username and the password are admin and admin respectively.

£)
@O

Cinfin Desktop

Management System

3. At the first time of login, change the password to ensure security. After correct login, main
interface of the system is shown in following figure:

2
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Client CIDfSP E-torminal  Ausiit management  Task management  Systom satting

7 0.00%

The main interface shows the statistical charts, the detailed information of chart and the last 30
failed tasks of system management device. On the interface, the statistics types include client, SP,
CID and MTerminal. Client statistics includes general terminal and Mobile Terminal (because Mobile
Terminal belongs to terminals). Select the sector graph module in the chart to screen the
information displayed in the right list (online/offline).

The navigation bar is on the top of system interface. Upper right shortcuts provide user

logout, authorization information view, personal settings and other functions.

admin

Modify personal information
Modify password
About

Logout

The icons on the navigation bar will classify all functions of the system. The administrator can enter
the corresponding functional module for operation by selecting the menu option.

CIOYSP E-terminal  Audit management  Task management  System setting

Memo: CDMS supports browser including IE10, 11, Chrome (later than v66 preferred), Firefox
(later than v68 preferred)

3
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1.2 Device Management

i

1. Enter the device management module.

@ Home Client CID/SP E-terminal  Audit management  Task management ESTREGEL W]

o 7 B
%4 L8 ] E < ] . =5
Device management User management Resource center Data clear Global parameters Relay server management

Group Client ciD SP

MNew management terminals(1)
— Organization Chart
Crganization Chart

aaddd 12 Search client 3 Add client & Modify

wsj

Subordinated grou
xny Client alias P External IP = Client serial 0s

zjl

2.Create the organization structure of enterprise in the left grouping tree.

Group

New management terminals(1)
Organization Chart

aaddd

wsj

Xy

zjl

cccBbasfo{Linux)

6c5156ed9(Linux)

WIN-JRVRUUTECLR{W,

c3fdbBcBO(Linux)

i imnn

3.Select the grouping of device to be added and click the “search client” button on the right
panel.

Home Client CID/SP E-terminal  Audit management  Task management [N L

ses ’
4 3 E 2 ] !
Device management  Usermanagement  Resource center  Dataclear  Global parameters  Relay server management

Grou: Client ao sP

New nt terminals(1)

ion Chart

Subordinated group

Organization Chart

xny Client alias 1] Extemal IP Client serial os Client version Client model

4
4
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4 Fill in the searched IP range on the popup panel and click the “start search” button.

Search client(group: Organization Chart) X
*StartIP 192.168.106.130 EndIP  192.168.106.230
Client types Management server
P Client name Client version MAC
192.168.106...  Windows WIN-JRVRUU7GCLR  192.168.106.180 7.0.0.0000.9324 00-0C-29-95-E6-29 =
192.168.106.... Linux cccbbaefd 192.168.106.181 6.0.692.108.3228 C4-09-38-96-13-68
192.168.106...  Windows WesTx64CN-144 192.168.106.180 7.0.0.0000.9324 54-F6-C5-1D-AE-E8
192.168.106...  Windows WIN-JRVRUU76CLR  192.168.106.181 7.0.0.0000.9247 00-0C-29-87-1B-90
192.168.106.... Linux 938f69aab 192.168.106.180 6.0.692.108.3228 C4-09-38-F6-9A-AB

Search finished, 12 client computer(s) in total

The function doesn’ t support NAT

Close

5.Select the client to be added, click the “add to management” and click “Yes” to finish the adding
operation.

Tip

o Be sure to add the selected client
into “Organization Chart” group?

6 The user will see the added client in the list for clients on the right panel, as shown in following
figure; besides, the peripheral currently accessed to the client will be added in the corresponding
classification list.

Organization Chart
aaddd
W
¥y
zjl
o cccbbaefO{Linux)
M 5c5156ed%Linux)
B WIN-JRVRUUTECLR{WI
M c3fdbBcBO(Linux)

AR B <
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2. Device and group

2.1 Group

The system provides management of client groups, can automatically create the client group, and
classify the client groups for convenient management. The client group can avoid repeated and
complicated operation of user. For example, in batch operation without grouping, the user shall
manually select many clients. Many clients with the same type are included in one group to classify
the clients more clearly and to facilitate the batch operation of clients.

2.1.1 Group classification

The system has 3 types of groups in total:
° New group

The client actively specifies the management server to make the management server receive the
join request; the client and its peripherals are called non-grouped device. The non-grouped device
cannot be modified or changed by user.

° Custom group

It refers to the group created by user. The device in the group can be moved or added by user; the
custom group can only be created in the device management module.

° Search group

The user specifies search conditions and the system will automatically select the device which
meets the conditions from the custom group to form the group. The search groups for different
devices shall be created separately; the search group of clients can only be created in the client
management module; the search group of peripherals can only be created in the peripheral
management module.

6
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2.1.2 Add customized group

8
o

1. Enter the device management module;

2. Right click on client group on “client group” panel on the left side of interface;

3. Select “add group” to pop up the corresponding dialog box;

4. Input the group name in “group name” column;

5. If the IP range of client shall be bound, select “bind IP range”. After editing, click “save”.

(The bound IP only can be managed clients in specified IP)
Add group

Subordinated group
* Group name Test
Add and bind |P section

Bind IP range 192.168.106.1 - 192.168.106.139 Remove

2.1.3 Add search Group

Here is an example of adding a client search group. Its adding steps are same with that of adding
the peripheral search group.

1. Enter any management module in “client management” submenu to display “search group” tab
page on left panel;

Client group Search group
Search group

Test search

2. Click to enter the “search group” tab page, right click on root node and select the “add search
group’;

7
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Search group
Test_sea Add search group '

e

Add personal group
Refresh

3. Select the corresponding search conditions in the popup dialog box;

Add search group *
* Search name TEST_2
* Search range Organization Chart Browse

Search condition Satisfy the following search conditions at the same time

Add search conditions

035 Equal Windows 10 loT 64Bit &

4. Then, return to search group panel. The system will automatically display the client which meets
conditions in the group;

Client group Search group
Search group
Test search

TEST 2

Notice:

° The data of search group will not be refreshed in real time and only can be updated in manual
refreshing.

8
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2.1.4 Add personal group

1. Enter to Client management-> Client group -> Add personal group

Client group Search group Client parame

Search group

Test =5 Add search group
MESTE | Add personal group |
Refresh
2. Fill the group and client in the blank index;
Add custom group *
* (Group name TEST_ custom
The personal group name cannot be empty and cannot be in all *:|:-5-_:-55,
* Choose client
Unselected client computer Selected client computer
Hny M cccobaefO(Linux)
zZl B WIN-JRVRUUTGCLR{Wir
ws)
aaddd

M 5c51562d9(Linus)
m  c3dbEcBO(Linux)

3. Client met with the conditions would be shown in the group after search complete;

Q
7
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Client group Search group C
Search group
Test search
TEST_ custom
TEST 2
Notice:
® Sometime, data will not be shown without refresh manually

2.1 Device management

The device management is specially used for creation of enterprise organization structures,
management of clients and peripherals, etc.; therefore, clients and peripherals can only be added,
deleted, changed and viewed in this module.

2.2 Search client

The “search client” function realizes search and adding the managed client and viewing the
management situation of clients in the specified network without the need of check of each client
(the client shall be installed with client Agent software).

When the client is added in management, the peripherals accessed to this client will also be added
in management without the need of extra operation of adding peripherals.

1. Enter the “device management” module;
2. Select the “search client” on the right panel;

3. The search dialog box will pop up, as shown in following figure. Input the searched IP range (if
the IP range isn’t inputted, the system will directly search the network segment of the server);

Client
Organization Chart

@ sechaion | 3 Astcions | 2 vty | Siovo | 8 Boot | Clonttas

Subordinated group System version (Build no.

Client alias P External IP Client serial os Client version Client model Client manufacturer MAC

c3fdb8c80 192.168.106.223 192.168.106.223 Organization Chart S4FGC51212EF Linux 6.0.602.108.3228 F510 2000.1.10(2019103001) Centerm 54-F6-C5-12-12-EF
WIN-JRVRUUT6CLR  192.168.106.150 192,168.106.150 indows Server2.  7.0.00000.9247 VMuware Virtual Platform 00-0C-29-87-18-90
6c51562d9 192.168.106.147 192.168.106.147 6.0.602.108.3228 T420 3000.1.10(2020010707) 54-F6-C5-15-6E-D8
win10-x64EN 192.166.106.140 192.168.106.140 7.0.0.0000.9245 VMuware Virtual Platform  1110.1.01(2017091301) 00-0C-29-4A-20-9D
cecBbaetd 192.168.106.143 192.168.106.142 Organization Chart 40938961368 6.0.602.108.3228 N610 2000.1.00(2018050301) €4-09-38-95-13-68
wesT-x64EN 192.168.106.141 192.168.106.141 zjl 000C297EE146 7.0.0.0000.9324 VM ual Platform  2.00.08(2019102201) VMuiare, Inc.

WIN-JRVRUUT6CLR  192:168.106.139 192,168.106.139 xny 000C2995E629 2. 7.000000.9324 VMware, Inc, 00-0C-29-95-E6-29

4. Select the client to be added, click “Add to management” and click “Yes” to finish the addition
operation;
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Tlp w0

0 Be sure to add the selected client
into “Organization Chart” group?

5. The user will add the client on the right panel to the client group, as shown in following figure:

F

] Organization Chart
aaddd

wsj

xny

zjl

® ccchbasfOLinux)
6c5156ed9(Linux)

= WIN-JRVRU UTECLR{"NI
® c3fdbBcB0(Linux)

cflcocecon
|

2.2.1 Modify client

1. Select the client in the list and click “Modify” button;

2. In the popup window, modify the corresponding information and click “save”;

Maodify client *

Subordinated

group

* Client alias WIN-JRVRUUTECLR

Notice:

° “Parent group” and “Client serial” are fixed and cannot be changed.

1
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2.2.2 Delete client

1. Select the client to be deleted from the list and click “delete” button.

2. Click “Yes” on the popup “Delete” dialog box.

Delete

Be sure to delete “WIN-JEVEUUTECLR" 2

There are different treatment modes in deletion of client according to the online situation of the
client. The details are as follows:

® Client online: the management server of the client will be immediately empty and the client
will be deleted from the list. This means that the client will not be managed by this server
and can be added in other server for management.

® Client offline: only when the client actively connects to the server in online mode, the
address of local management server of the client can be deleted.

Notice:
® After the client is deleted, peripherals of the client will be deleted together.

Please research thin client for re-managing thin client after 5 minutes when the same client
is deleted.

2.2.3Move client

1. Select the client in the list for client information, click “move” button and select the target group
in the popup dialog box.

Client CIC SP
Organization Chart | WIN-JRVRUUT&CLR
Subordinated grou
Client alias IP External IP group Client serial 0s Client version
WIN-JRVRUU7ECLR 192.168.106.150 192.168.106.150 Organization Chart 000C29871B90 Windows Server 2. 7.0.0.0000.9247

1
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Move client

Organization Chart
aaddd
WS
XAy

zjl

Notice:
3. After the client is moved, peripherals of the client will also be moved together.

3Client Management

3.1 Windows client configuration

3.1.1 Windows client parameter configuration

Enter [ client management—>basic management—>client configuration] and select “client
parameter configuration” tab page. The user shall select one client from the client group and can
see the supported system configuration options on the right panel, as shown in following figure:

1
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Client parameter configuration

Main panel

User Policy Config

2 = 2 U = B

DesktopMaode DesktopStratec  DiskManager StartMenu LocalControl ControlPanel

Application Config

[ ---] .

- w o £ 9 £ £

Desktoplcon ~ RemoteAssist  |EStrategy  IEProxyPolicy  IESecurityPolicy  IEFavorites

System Config

n—— ~
1 B & =

B O E 9 e ¥ o o itk e

Firewall Time Sync Screen NetworkConfig  BasicConfig User Printer AgentManager Service EWF

strategy saver/desktop
screen

As for configuration of client parameters, click the corresponding option, such as the desktop mode
in following figure:

Main panel

User Policy Config

a <= 2 i =

DesktopMade DesktopStrater  DiskManager StartMenu LocalControl ControlPanel

Application Config

After entering the configuration interface of desktop mode, click the link to return to previous
interface, as shown in red frame in following figure:

Client parameter configuration

Main panel DesktopMode
Select user | Adminigirator
Usage mode

© Desktop mode

Client mede

Expert mode

Program path and file name

Start in the following folder

*) in the above settings means that Windows

N the above settings means that Windows 10 does not support

Apply

—
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After configuration of desktop mode of client, click “apply” button to generate the configuration task.
Notice: the user can select many clients at the same time and distribute the current strategy by
batch.

Client group Client parameter configuration
Search group Main panel ~ DesktopMode

e Select user  Adminisrator

MNew management terminals(1)

-] Organization Chart Usage mode
aaddd
e © Desktop mode
xny Client mode
g

B cccbbaefd(Linux)

W Goo 156eaoininG] Expert mode
= WIN-JRVRUU7ECLR{Wi Program path and file name
W corapBcBulnnug]

Start in the following folder

Apply

3.1.1.1 Desktop mode

The desktop mode refers to the desktop display mode of client and can be customized and
restricted according to the enterprise demand. The desktop mode is only valid to the user specified
by the client and can be selected in the dropdown box.
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Client parameter configuration

Main panel = DesktopMode

Select user Administrator

Usage mode

© Desktop mode

Client mode

Expert mode

Program path and file name

Start in the following folder

At present, the following three desktop modes are supported:

1. Desktop mode

It refers to the common desktop display mode. Desktop icon, taskbar, right key, start menu and

other functions are available.

2. Terminal mode

If working persons of enterprise or institution don’t use the local resources and only use OA system,
remote connection and other simple functions, this mode is recommended.

In terminal mode, client desktop and taskbar are hidden by default, right click menu and other
functions are disabled and only the local connection options of the client are displayed, as shown

in following figure:
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WEBFERE

© =0

3. Special mode

After startup, the system only runs the programs specified by the user and doesn’t display desktop,
taskbar, start menu, etc. As shown in following figure, at the server, set the client to only run IE.
After the client strategy takes effect, only the IE browser is run.

1
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Client parameter configuration

Main panel = DesktopMode
Select user |  Administrator
Usage mode

Desktop mode

Client mode

0 Expert mode

Program path and file name

Start in the following folder

MNotice:
1. Policy can be totally become effective when the client computer is restarted
2. The (*}) in the above settings means that Windows 10, Windows 7 and Windows Vista do
not support
3. The (2} in the above settings means that Windows 10 does not support
Apply

3.1.1.2 Desktop strategy

The desktop strategy enables simple setting of icon display and operation of client desktop, is only
valid to the user specified by the client and can be selected in the dropdown box.

1
T
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Client parameter configuration

Main panel = DesktopStrategy

Select user Administrator Enabile all Disable all Clear all

Desktop lcon Configuration

Hide all desktop lcons

Delete "My Document” lcon on desktop
Delete "My Computer” lcon on desktop
Delete "Recycle bin" lcon on desktop
Delete "Nethood” lcon on desktop

Delete "Internet Explorer” lcon on desktop (*)

Desktop Operation Configuration

Delete "Property” from the context menu of "My Document”
Delete "Property” from the context menu of "My Computer”
Delete "Property” from the context menu of "Recycle Bin”

Don't add the sharing of recently opened document to

*nethood™(®)

Disable users to change "My Document” route(®)

Disable the toolbar of adding, dragging and closing task bar
Disable adjustment of desktop toolbar

Don't save the settings when logging out

Delete desktop clearance guide (*)

Disable right click on desktop

3.1.1.3 Disk management

1. Shield disk

o B & v

1

Mot configures

Mot configures

Mot configureac

Mot configures

Mot configures

Mot configureac

Mot configureac

Mot configures

Mot configures

Mot configures

Mot configures

Mot configures

Mot configureac

Mot configures

Mot configures

Mot configureac

i

1
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As for disk management, the disk displayed on client can be set. If “shield” is selected in
the corresponding display state in partition, the partition will be hidden and disabled.

2. Disable automatic run of disk.
Prevent automatic run of U disk, mobile hard disk, CD driver and other external disks.
3. Map the folder

The folder specified by the client can be mapped as the W disk of user. Because it is not
necessarily to hide or shield this type of disks to user, the mapped disk will not be displayed
in the list as the system disk.

Client parameter configuration

Main panel = DiskiManager

Select user Administrator

Disk setting
Volu... ::i,fl:tenﬂ Capacity ::aie Remark Enabled Show status
A 0B 0B DRIVE_RE... Enable Show
C NTFS 30GE 51 % System Enable Show
D 0B 0B DRIVE_C... Enable Show

Disable disk automatic running

Map the following folder as W disk of the user

3.1.1.4 Start menu taskbar

Set relevant configuration of start menu and task of the client. Notice: items marked with “*” don’t
support Vista and WIN7 clients.

2
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Client parameter configuration

Main panel = StartiMenu

Select user Administrator Enable all Disable all Clear all

Start Menu Configuration

Delete user folders form "Start™ menu
Delete common groups from "Start” menu (*)
Delete "My Document” icon from "Start” Menu((2)

Delete "Recently used documents” menu from "Start”

menu(®/ =)

Delete "Metwork Connection”™ from “Start™ menu((2)
Delete "Favorites” menu from "Start” menu(2)

Delete "Find" menu from "Start” menu(*/<)

Delete "Help" command from "Start™ menu(2)

Delete "Run” menu from "Start” menu(=)

Delete "My Pictures” icon from "Start”™ menu(<)

Delete "My Music” icon from "Start” menu(2)

Delete "Nethood” icon from "Start” menu(2)

Delete the additional program list from "Start” menu (*/+)
Delete the commonly used program list from "Start™ menu
Delete complete program list from "Start™ menu (=)
Delete "Remove PC" button from "Start” menu()

Delete user name from "Start” menu(*/+)

Disable the shortcut of unusable Windows Installer from

"Start™ menu(2)

3.1.1.5 Local access control

The access authority of client to local resources is mainly set, such as restriction of using task
manager, registry, command prompt and other system tools to ensure the local operation security

o)

Mot configuree

Mot configuras

Mot configuras

Mot configures

Mot configures

Mot configures

Mot configures

Mot configures

Mot configures

Mot configures

Mot configuree

Mot configuree

Mot configurec

Mot configurec

Mot configuree

Mot configuree

Mot configures

Mot configures
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of client. Notice: items marked with “*” don’t support Vista and WIN7 clients.

Client parameter configuration

Main panel = LocalControl

Select user Administrator Enable all Disable all Clear all

Local access control setting

Forbid adding printer Mot configuret
Forbid accessing control panel{<) Mot configures
Disable Windows+X hotkey(exception: "Win+L") Mot configures
Disable network connection property (*) Mot configurec

Disable "enable™ and "disable” functions of network
Mot configurec
connection (%)

Disable registry editing function Mot configurec
Disable file folder option setting Mot configurec
Disable task manager Mot configurec
Disable "CMD" tool Mot configures

Forbid users to use "Microsoft management

console” (MMC)

Mot configurec

Motice:
1.The strategy needs restart of clients to take full effect

2. In above configurations, (*) means Windows 10, Windows 7 and Windows Vista are not

supported.

3. In above configurations, (2) means Windows 10 is not supported.

Apply

3.1.1.6 Control panel

Configure the control panel display item of user specified by client. Notice: items marked with “*”
don’t support Vista and WIN7 clients.
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Client parameter configuration

Main panel = ControlPanel

Select user Administrator m Hidden all

Control panel setting

Accessibility options (*) Mot configuret
Add or remove programs Show
Display properties Show
Windows firewall Show
Add hardware guide Show
Internet options Show
Area and language options Show
Game controller () Mot configuret
Mouse and keyboard Show
Audio and audio device Show
MNetwork connections Show
Metwork installation guide (¥) Mot configuret
User accounts Show
ODBC data source management (*) Not configurat
Power option Show
System property Show
Phone and modem Show
Date and time Show
Windows security center Show
Ayt Lnrlata S

3.1.1.7 Publish desktop icons

Create a shortcut on client desktop so as to rapidly connect to the target address or software to be
used by user. At present, it supports to create RDP connection, IE connection and application
program connection.

In order to add the item, select from the dropdown menu of type box and click “add” button.
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Client parameter configuration

Main panel = Desktoplcon

Select user Administrator

Application configuration

App Type Description Operation

Add item type  RDF connection @ Add W Delete

1.RDP connection

In order to add a RDP connection item, fill in the connection name, displayed icon path, login setting
and other relevant information. After successful creation of RDP item, the user can click the client
to log in the computer with specified IP.

Notice: the icon path in connection item is the local path of client. If the icon file isn’t found on the
path specified by client or the icon path is empty, directly use the default icon. Setting of icons of
other connection items is same with the setting.
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Add

Convention Display Local resource App Advanced
* Name connet
lcon DoVlink.ioc
Login setting
* Client 192.168.106.191

Username  admin

Password T —

Field

Enable the direct connection

Click “apply” to finish addition. The desktop of user corresponding to client will display the shortcut
of connection item, as shown in following figure:

2. Application program

The application program is connected to create a desktop shortcut for local application program of
the client. Click the shortcut to automatically open the program or file specified on client. In following
example, a start D:\ProgramFiles\test\setup.exe desktop shortcut is established for the client.

Program path: path where the program exists.

Work path: default path during program running (in general, it is the directory of program. As for
special software, refer to its instructions)

2
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Add X

= Mame setup

* Program path Do\Program Filesitestisetup exe

Work path D:\Program Files

lcon

Description FritOEs

Parameter

Enable the direct connection

3. 1E

IE connection item is equal to shortcut connected to the specified web page. Click the shortcut to
directly open the specified web page in IE.

Add X

*MName BE

* LRL wiww._baidu.com

lcon [ |

Enable the direct connection

3.1.1.8 Remote assistance

The remote assistance is used for setting the remote monitoring options and parameters of client,
as shown in following figure. The share item can be used to set the control authority of server to
client. The security item can be used to configure whether password authentication is required for

o)
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remote assistance. The item is to support the extension of connection tool of the third party remote
assistance. In general situation, it is unnecessary to configure.

Client parameter configuration

Main panel = RemoteAssist

Pulblic

Allow remote desktop

Allow remote check of the desktop

0 Allow remote control of the desktop

Security

Mo verification

O Allow remote control of the desktop

Set password

Mew password

Confirm password

Apply

3.1.1.9 IE strategy

Set the IE basic strategy of user specified by the client. Notice: items marked with “*” don’t support
Vista and WIN7 clients.

2
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Client parameter configuration

Main panel  |EStrategy

Select user Administrator

Home page res:ffiesetup.difHardAdmin.htm

IE main frame configuration

Full Screen

Disable "Open in a new window" menu

Disable "Save Target As” option(=Win10 and windows x64 systems are not

supported)

Hide IE Favorites

Disable "New windows" menu

Disable "Open” menu
Disable "Save as™ menu

Disable "Close” menu

Disable "View Source File™ menu

Disable "Full Screen™ menu

Disable "customized |E toolbar”

Disable "customized |E toolbar button”

Hide menu bar(*)
Hide tool bar(*)

Hide status bar(®)

Internet ontion setting

3.1.1.10 IE agent strategy

Set the local IE agent item of the client.

G B v

R ke WE AR

Enable all Disable all Clear all

Mot configurec

Mot configurec

Mot configurec

Mot configurec

Mot configurec

Not configurec

Mot configurec

Mot configurec

Mot configurec

Mot configurec

Not configurec

Mot configurec

Mot configurec

Mot configurec

Dizabled
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Client parameter configuration

Main panel - |EProxyPolicy

Select user Administrator

Use proxy server configuration

Automatic configuration

Server

Type The proxy server address to be used Port

HTTP
Secure
FTP
Gopher

Socks

Exceptions

Mo proxy server is used for addresses that start with:

3.1.1.11 IE Security strategy

Set the local IE security strategy of the client.
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Client parameter configuration

Main panel |ESecurityPolicy

Select user Administrator

Select WEB Internet

content

Regional Default level © Custom level

security level

Safe setting

Default safe setting

Safe level of the region (L)

Motice:The safe level not supported by the browser cannot become valid (such as
“Medium-high” of IES)

MNet Framework

XAML browser application setting Forbidd
XPS document Forbidd
Relax XAML Forbidd

Met Framework related module

Module with list permission Forbidd
Run module that has not used Authenticode signature Forbidd
Run meodule that has used Authenticode signature Forbidd:

Notice: the trusted site strategy sent from the server will cover the existing strategy of the user.

3.1.1.12 IE favorites

Set the local IE favorites of the client.
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Client parameter configuration

Main panel  |EFavorites

Select user Administrator

Favorites setting

Name IP Operation
Eilpiut httpsy//ieonline.microsoft.com/#ieslice Edit
PITTHRHLE http://go.microsaft.comfwlink/?Linkid=... Edit
BENEEE httpy//go.microsoft.comfwlink/?linkid=5... Edit
Add o
* Mame
*URL

3.1.1.13  Firewall strategy

The firewall refers to the firewall function in the terminal system. In the firewall setting, the user can
configure the firewall according to the actual demand. In order to ensure the security of user’s
information, it is suggested opening the firewall of client.

Select single client in high light to obtain the current firewall configuration of client from the list.
Same with the setting of windows firewall, the exceptional program and exceptional port can be
configured on the interface.

3
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Client parameter configuration

Main panel - Firewall strategy

Firewall strategy

Turn on firewall (recommended) ©Q Turn off firewall (not recommended)

Exception settings

Set exception program and exception port list @ Add program @ Add port

Available or not

MName Protocol Port Path Operation
VMCC Enable TCP 5800 Edit
VMCM Enable TCP 5900 Edit
UnitedComminut... Enable TCP 8081 Edit
UnitedComminut... Enable upp 8081 Edit
UnitedWebPortTCP Enable TCP 443 Edit
UnitedWebPort Enable upp 443 Edit
UnitedHttpPortTCP Enable TCP B443 Edit
SDNS Enable TCP 65529 Edit
Notice: Windows 7 and Windows 10 loT don’ t support enabling and disabling “special network” of firewall
Apply

After configuration, click “apply” button in lower position of the interface. Plan the firewall
configuration tasks on the popup panel and apply the strategy in the client.

Notice: when the user selects application strategy of many clients, the current strategy can be
configured into the client by batch.

3.1.1.14  Screen saver/desktop background

Screensaver/desktop background can help administrator to configure desktop background and
screensaver program of client by batch and to simply configure relevant parameters. This function
only supports background files and screensaver files with bmp format. The special picture format
conversion tool can be used to generate bmp file rather than directly change the suffix.

The desktop background change function is taken as an example to briefly introduce:

1. Select “change desktop background setting”. If the user uses this function at the first time, the
user shall upload the desktop background images to the system.

3
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Client parameter configuration

Main panel = Screen saver/deskiop screen

B Desktop background setting

Select picture Upload Management background file

Display position Drag

Modify screen saver setting

Select

file

Wait Min

time

File Path  |2_20200114190808.bmp | Scan

Upload Completed

File Upload Successful

i [ Continue Uploading ] Exit

2. After uploading, select the file in the dropdown list, set the display position and click “apply”
button.
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Client parameter configuration

Main panel = Screen saver/desktop screen

Desktop background setting

Select picture EEEF_202001141908048 Upload Management background file

Display position Drag

3. If the desktop wallpaper files are too many and shall be cleaned up, click “manage background
file” button to view all uploaded wallpaper files.

Desktop background setting

Select picture Upload Management background file

Display position Drag

Background file management X

Il Delete File name:
File name File size Upload user Upload time File description
HEER 2020-01-14
RE 1.4M admin —
_20200114190808... 19:09:44

= 0 1 Goto 1 Total 1

Close

The setting method of screensaver is same with that of desktop background. No more details are
given here.

3.1.1.15 Time synchronization

If the client time is inconsistent with the server time, some software may not run normally. The time
synchronization function can automatically synchronize the time of all clients with the time of

3
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specified server.

A & v

ks U B

The configuration method of time synchronization is simple. Select one or more clients. Input “time
server” and “synchronization interval (min)” on the following interface and click “apply” button to
execute the task.

Notice: the “time server” column can be filled with domain name or IP.

Client parameter configuration

Main panel = Time Sync

Time zone

Time zone setting = (UTC+08:000kTR, Ep:, FEERFRTHEX,

Systern timing setting

Time server time windows.com

Sync interval (min) 10020

3.1.1.16  EWF protection control

SEAF

EWF protection control is only valid in the client with memory protection or hard disk protection
function.

As for the memory protection client, firstly select the partition and then, carry out corresponding
operation. The server can be configured with following four operations:

Submit date: submit the current operation of the client.

Main panel ~ EWF

3
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After executing the operation, the system will prompt the user whether to immediately restart for
validating. If “Yes” is selected, the client will be immediately restarted and the strategy application
will be validated. If “No” is selected, the client will not be immediately restarted and the strategy will
be validated after restart of the client next time. “Cancel” refers to give up the current settings and
return to configuration page.

Tip

Whether it is required to reboot the terminal to

B -

The configuration interface of hard disk protection client is similar to that of memory protection

make it valid

client. No more details are given here.

3.1.1.17 User management

In user configuration, a user can be changed or deleted or new user can be added to the client.
The user configuration function is introduced in following content with the addition of a new user as
an example.

Click “add” button to switch to “add user” page, as shown in following figure:

[ o ]
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Edit x

Modify password M Auto login

* Usernam  Administrator

Login | sessesssessss

password

# User Administrators Users

group

Descriptiol &SI1BHE, $5FIFREMKA

If current user will be set as the automatic login user, the automatic login password shall be inputted.
Then, click “apply” button.

Add P

B Auto login
*Usernam  MewlUser
Password =~ sveses

CO nﬂ FIN sssesss

password

Login .

password

* User administrator

group

Descriptio|  test ‘

2
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3.1.1.18 Printer

The printer page supports the user to add, change and delete the local printer of client. Take the
addition of printer as an example as follows.Click “add” button to enter the “add printer” page

Add
* Printer [ Test
name
Printer Microsoft

manufacturer

Printer Microsoft XPS Document Vit

maodel
Printer port COM1:

Default printer

The administrator can set the printer as the default printer or shared printer.

3.1.1.19 Agent management

In Agent configuration of client, the user can carry out basic setting in the client, including address
and password of management server of the client.

Address of management server:

) Actively add by remote management server: if this mode is selected, the selected client shall
be added through search of server.

) Manually specify the management server address: if this mode is selected, the selected client
will actively target at the specified management server. This function can be used for
migration of server with large number of clients. In new server, the user can view the manually
specified client in the ungrouped column.

3
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Client parameter configuration

Mw Soenthlansar

Manage the server address configuration

Actively add by remote management server

O Manually specify the address of management server

IP 192.168.106.181

Port 4081

Client password modification

New

password

Confirm

password

Change of client password:

° Change the configuration password of client to prevent client from uninstalling the client
software without authorization.

Client parameter configuration

Main panel = AgentManager

Manage the server address configuration

Actively add by remote management server
© Manually specify the address of management server
IP 192.168.106.131

Port 8021

B Client password modification

MNew T

password

Confirm = sseess

password

[§8]
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3.1.1.20 Service

It shows running situation of all current service programs to administrator. The administrator can
configure local service of the client.

Click the “setting” corresponding to service to enter the configuration interface of specified server,
as shown in following figure:

Set 5

Show name Application Information

Service name Appinfo

Startup type Manual

Status Stopped Start

Description (SRS EEMRET N AREFINET. WREHHE
Z. APECHEREEENREN AR, TS
PSR =R,

If an administrator wants to immediately start or stop the service, the administrator can directly click
“start/stop” button. If an administrator wants to set the start type of service, the administrator can
select the start type in the dropdown box and then click “set” button.

4
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3.1.1.21  UWF protection

UWF protection control is only valid for the client with UWF module. The server can be configured
with following four operations: (only available for UWF supported client, such as Windows client)

) Enable protection: enable the UWF protection function of the selected client.

° Disable protection: disable the UWF protection function of the selected client.

Client parameter configuration

Main panel = UWF

Current state The next startup status

Disabled Disabled

Open proteciion

After executing the operation, the system will prompt the user whether to immediately restart for
validating. If “Yes” is selected, the client will be immediately restarted and the strategy application
will be validated. If “No” is selected, the client will not be immediately restarted and the strategy will
be validated after restart of the client next time. “Cancel” refers to give up the current settings and
return to configuration page.

Tip

Whether it is required to reboot the terminal to

KN -

make it valid

3.2 Linux client settings

3.2.1 Linux client specification settings

Enter to Client Management ->Basic Info, then choose one of client, all clients settings can

be viewed and configured on the right, the figure is shown as below

4
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Client parameter configuration

Basic Info |
* Terminal Name: cccBbaefd
Display
Time Setting Terminal Type: MNe10
MNetwork Manufacturer: Centerm
Language And Keyboard Operating System: Linux
Security Version: 2000.1.00
Cloud Service
BIOS: 2.52
ICA Global Settings
. BUILD No.: 2018050301
DeviceManager
Patch List Storage Capacity: 15104M
Power Manager Network Card1-1Pv4: 192.168.106.143
MAC Address: C4-09-38-96-13-68
Citrix Receiver: 13.3.0.344519

VMware Horizon View: 4.1.0
RDP: 8.1

Flash Player: 27.0

Apply

Enter to relevant settings for modification to its parameter, the figure is shown as below:

Client parameter configuration

Basic Info
Display Display
Time Setting Main Display
Network Mode
Language And Keyboard Auto check
Security
Cloud Service VGA
ICA Global Settings
Resclution

DeviceManager
Patch List
Power Manager

Apply

After configuration done, click “Apply” to take settings effected. Notice: settings can be made into

policy for deployment to multiple clients

4
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Client group Client parameter configuration
Search group Basic Info
P * Terminal Name: cccBbaefd
Display
New management terminals(1) Time Setting Terminal Type: N610
o] ization Chart
8 rganzatien tha Network Manufacturer: Centerm
aaddd
B wsj Language And Keyboard Operating System: Linux
m ccchbaef{Linux) Security Version: 20001.00
™ 938f69aab(Linux) Cloud Service
xny BIOS: 2.52
ICA Global Settings
3l DeviceManacer BUILD No.: 2018050301
W wes7-x64EN(Windoy 9
o win10-x64EN[Windd Patch List Storage Capacity: 15104M
® 147windows10(Windoy Power Manager MNetwork Card1-IPvd:  192.168.106.143

= WIN-JRVRUU7ECLR(WI

m c3fdbBcBO(Linux) MAC Address: C4-039-38-96-13-68
« Citrix Receiver: 13.3.0.344519
VMware Horizon View: 4.1.0
RDP: 8.1
Flash Player: 27.0

Apply

3.2.1.1 Basic info

Basic info includes the client type, OS, BIOS version, storage size, IP address, MAC, cloud

service version, flash player version , manufacturer, build NO. the figure is shown as below:

4
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* Terminal Name: cccbbaefd
Terminal Type: MNE10
Manufacturer: Centerm
Operating System: Linux
Version: 2000.1.00
BIOS: 2.52

BUILD MNo.: 20180503M
Storage Capacity: 15104M

Metwork Card1-1Pv4: 192.168.106.143
MAC Address: C4-09-353-96-13-68
Citrix Receiver: 13.3.0.344519
VMware Horizon View: 4.1.0

RDP: 8.1

Flash Player: 27.0

Apply

3.2.1.2 Display

Display would take effects to the resolution rate for the monitor connected with client, setting should
be allowed to be modified after Auto check option is unticked

4
4
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Display
Main Display

Mode

[] Auto check

VGA

Resolution 1024x768

Apply

3.2.1.3 Time

This is above time settings for client

Time Zone (UTC+08:00) Beijing, Chongging, Hoeng Kong, Ururr

Time synchronization settings
Synchronize with an internet time server
* Time Server

* Query time interval(day)

Apply

3.2.1.4 Network

IP, Gateway, subnet mask and DNS can be set in Network

4
4
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MNetworl DNS
DHCP

MAC C4-09-358-96-13-68

Net port 1

* |Pvd 192.168.106.143

* Subnet mask 255255 285.0

Default gateway 192 168.106.1

Apply

3.2.1.5 Language and keyboard

Language and keyboard layout can be set

Display language: English
Keyboard Layout: United States (English)

Keyboard Model: Generic 105-key

Apply

3.2.1.6 Security

Password can be set in Security, to allow or deny connection to local

4
4
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System Setting

Use Password

Password .
Re-Password .
WMC Settings

Allow Remote Desktop
When a user attempt to view or control your desktop:
Ask user to enter this password

Password anan

Apply

3.2.1.7 Cloud service

Session can be add, edit and delete in Cloud service

Type Default Connection
RDP
Citrix Recerver Enabled

VMware Horizon View

3.2.1.8 ICA Global settings

ICA global settings is settings about USB port ,printer mobile storage, sound redirection, connection
4
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bar hidden in session.

Device Redirection

Serial ports USE device Printer Storage
Smart card Sound

Options

Display the connection bar Video HDX Audio HDX
Flash HDX WebCam HDX H.264

Apply

Notice: Webcam HDX herewith will not be effected without Video HDX ticked first

3.2.1.9 Device management

Peripheral availability can be set in Device manager

Serial Port
Parallel Port
Storage

USE Printer

3.2.1.10 Patch list

Patch version can be check in below list

Patch Mame Patch Version

flashplayer 27.0.0.187

3.2.1.11 Power management

Power management is the settings about time to shut down monitor

4
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Idle Palicy
B Enable Close Monitor Policy

When system idlewsait 15 minutes

Schedule Policy
Enable Schedule Policy

Everyday

4
4
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3.3 Power control

The module provides power control function for remote client, including restart, shutdown and WolL.

3.3.1 Control type

There are three power control types, i.e. WoL, restart and shutdown. Before operation of client, the
user shall at least select one or more clients. Restart and shutdown are only valid for the online
client. If the client is offline, the task will be in failure.

Restart and shutdown are simple and aren’t explained any more. Pay attention to following content
for WolL:

) The server and the wakened client cannot cross network segment and shall be in the same
VLAN;

° Special settings of switch and other network device may cause failure of WoL function;

° If the client is in abnormal shutdown state, the client cannot be wakened.

3.3.2 Control option

The following options are available for restart and shutdown operation:
1. Allow user to cancel

After selecting this option, the command can be manually cancelled after the client receives the
command. Otherwise, the client will forcibly execute the command. As shown in following figure,
select “allow user to cancel” during sending the command.

Power contro
Power control

Remote wakeup Reboot Q@ Shut down

I Allow the user to cancel I Count down: 60 Second

Client message

Shut down

After the client receives the command, “cancel” button will be displayed.

5
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This computer will be turned off in 53 second(s)

I Shutdown now!

2. Set the countdown time:

User can select this option to make the client execute command in specified time. As shown in
following figure, the set time is 60s, so the client will shut down at 60s after sending the command.

Power contro
Power control

Remote wakeup Reboot © Shut down

Allow the user to cance Count down: 60 Second

Client message

Shut down

Apply

3. Add the prompt information

If the prompt is added, when the client receives the command, the prompt sent by server will be
displayed. As shown in following figure, during sending the command, the client prompt will be
added.

5

it BEEHEMHEILKE 618 SHEEIMNEMIERIRE 2242 F  #B%: 350002
S#: 400-158-1515 {&E: 0591-83057710 % ifFELIE: 0591-83057123 [Ailk: http://www.centerm.com

Email: centermfw@centerm.com



Centerm

Power control
Power control

Remote wakeup @ Eeboot

Allow the user to cancel Count down:

Client message

Eeboot

Shut down

60 Second

Apply

The commands received by the client include the prompt information sent by the server.

Restart client

Reboot]

This computer will restart in 48 second(s)

Restart now!
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3.4 Remote assistance

The remote assistance realizes the remote monitoring of client and direct control of the client. Only
one client can be monitored at the same time. In order to optimize the efficiency of network
transmission, the client screen is displayed by 256 colors, so the screen may be distorted, but the
control operation of mouse and keyboard will not be influenced.

4.31 Install JRE
The installation step of JRE will be briefly introduced as follows:

1. Enter [client management—>basic management—>remote assistance ], and switch to “remote
assistance” tab page; select one client and click “start to view” or “start to assist”; if the current
system isn’t installed with JRE, the following prompt box will be popped up.

Client group lequest processing Remote assistance

search group The client shall receive the invitation for remote help,Browser considerations are as follows:

1. Google Chrome, please click the prompt on the right side of the address bar to allow

New management terminals(1) loading of insecure scripts

-] Organization Chart 2. For Firefox, please click the lock icon on the left side of the address bar, click the right
aaddd arrow, and choose to temporarily remove protection
ws 3. IE please click below to load all content

\fter the browser is loaded or unset for the first time, you need to click 'Start viewing’ or

™ cccbbaefI(Linux)

@ 938f69aab(Linux)

xny

.

o wes7-xB4EN(Windov

™ win10-x64EN(Windo

= 147windows10{Window m

m WIN-JRVRUU7ECLR{WI
 c3fdb8cB0(Linux)

&

2. Click to finish the installation of jre environment according to the prompt.

¥ Cintn Dasnosvaneer ¢ [3

s ea © 8 /192168106181 @ - h

(9 N - pee——

Resacte

The following methods are provided for solution to different bowser when VNC function is not
working

® Chrome browser: click the shield icon on the right, choose ‘Load unsafe scripts’ then

allow browser to run ‘Insecure content’
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O Settings. X | W Cinfin Desktop Manager x|+ - o %

€ 5 © A Notsecure | 192.168.106.181/Terminal/clleny/remote_monlior ORNmeapPwrE 5l
o x dmin, ~
S emote desktop contro 192,168 106,147 Insecure content blocked « =

Fas =

Home page staistics | Client configuration | Remote

Clist zroeg Sesech sroup Request proceas

- The client shall re
L. Google Chiat
serighs

2. ForFirefux. p

B = 651 S6edd(Lim)

40 temporariy ret
3. IE please clid

e
¥ Cinfin Desktop Monager % | - 8 x
+ C (RNNGHSEER) 192.165.106.181/Terminal/client/remote_monitor * ONBeaPrE g o
] % ;
<) Your connection to this site s not Aot mamsgement
(] P ® =] e & »
Client & this site ffor example, passwor Publishrotification  File deployment  Extractfle S e Agesiuplate  Peopheralsecusty  WEBsecunty  Softwame backistwhiielsl  Performamcemenstoring  Chentalym  Asel sa e

because it could be stolen by attackers, L

Vau have chosen to disable security warnings for  pitation for remate belp Browser coasiderations are as follenws:
this site. Re-enable wamings

ek the promgt on the right side of the address bar 1o aow loadiag of insecure

B Certfcate fmalid) 3¢ lock icen o the Jeft side of the address ban, click the right arrow, and choose
fon

@ Cookies (3 in use] Bt

& Site settings B 1 rth in ool

== e

Hbdik:
B

Email:
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Settings
a2 People
9 Matian sensors Allow (defauit)
[=
A notifications Ask (detaul)
®
a <> Javascript Allow (defauit)
=] P Flach Block (defaut)
[V} Images Allow (defautt)
[} Popups and redirects Block (defautt)
e Ads
] . alock (defaut)
@  Languages Black if sit g
3 Downloads O Background sync Allow (defauit)
B pinng @ sound Automatic (default) -
Ll
& Automatic downloads sk (dofault)
A sysem
7 M D devices nsk (default) -
Reset and clean up
g UsBderices Ask (dofaulty -
£
% Fileedting hsk (defau) -
About Ch
24 Unsandboxed plugin access Ask (detaul) =
[ clipboard Ak (default) -
B Payment Handlers Allow {defavit) -
| J— o = | I

® Firefox: Click the below lock icon in URL, then choose ‘Firefox has block parts of this page

that are not secure’

¥ e cetop Monsger %

192.168.106.181 et or 5 - noee s ]

192.168.106.181

parts of this page that >

i
are not secure.

23 Permissions

1t granted this site ar ot perm

Clear Cookies and Site Data.

After that, click ‘Disable the protection for now’

W Cinfin Decktop Manager

¢ @

h<.//192.168.106.181/Terminal/client/remote_monttor

Connection Security for 192.168.106.181

= i i = |
g B Youars not securely cennected ta this site. N i, »
Power coun mtocing  Cliestalam  Assctutistics  [lle
You have added a security exception for this site.
Remove Exception
™
Firefox has blocked parts of this page that are

L not sequre, Leam Mor:

ser

S Disable protection for now

wi

5 More Information
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Moreover, input ‘about:config’ in Firefox URL, then setup
security.mixed_content.block_active_content to false; after that; save settings to reboot
browser for taking effect.

1. The following prompt would be shown on in client if remote assistance starts working

WinWMC has received an incoming connection from

132.163.106.181

Do you wish to Accept or Reject the connection?

AutoReject: 14 Reject

2. After click ‘Accept” monitoring to client can work, the view is shown as be below

Remote desktop control:192.168.106.147

3.4.1 Request processing

The system supports the client to actively send the remote assistance invitation. The administrator
judges whether to carry out assistance and selects corresponding operation on the system interface.

1. The method of request initiating from client is as shown in following figure. Select “apply for
remote assistance” on the right click menu of client icon.
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Smart Device
Configure... Rermnote Helper

Application for remote assistance Manage Config

About

When the remote assistance request is sent from client, corresponding request item will
be displayed in the list on “request processing” tab page; the administrator can select to
accept or refuse the request.

3.5 Notice publishing

The administrator can use “notice publish” function to publish the notices by batch to the client. The
function supports many text types and formats. Besides, the administrator can make statistics and
query for notice sending and confirming situation.

3.5.1 Publish notice

1. Select the client or client group and click “publish notice” button.

Client group Announcement publish

Search group 5 Publish notification

New management terminals(1)

[ -] Crganization Chart
aaddd
wsj
o cccbbaef9(Linux)
® 938f69aab(Linux)
xny
3
o wes7-x64EN(Windov
M winl0-x64EN(Windo
I o 147windows10(Window
= \WIN-JRVRUU7SCLR(WI
m c3fdb8cB0(Linux)

&

2. Inthe popup dialog box, fill in a title less than 50 words and content less than 2000 words,
and finally click “publish” button, as shown in following figure:

5
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Publish notification *

* Title | Xi gathers with non-Communist parly leaders, perso|

tle cannot be empty

ClieChinese President Xi Jinping on Tuesday gathered with leaders
from non-Communist parties and the All-China Federation of
Industry and Commerce (ACFIC), as well as personages without
party affiliation ahead of the Spring Festival.

Pop-up windows immediately

The administrator can select whether to forcibly pop up the notice on the client.

) Not forcibly pop up the notice: inform the user in notice bar of client in icon flashing mode.
The notice will be popped up by double-click of user.

° Forcibly pop up the notice: directly pop up the notice in client. It is applicable to important
message.

3. After the client receives the message, as for the notice not forcibly popped up, the icon in notice
bar will flash. Double click on the icon to pop up the notice box. Click “already read” button to close

the notice box.

5
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Xi gathers with non-Communist party leaders, perso
2020-01-15 17:23:08

ClieChinese President Xi Jinping on Tuesday gathered with leaders from non-Communist parties and the All-China Federation of
Industry and Commerce (ACFIC), as well as personages without party affiliation ahead of the Spring Festival.

i B

All notices received by the client can be viewed in the historic notices in right click of tray icon of
the client.

Smart Device

Remote Helper

Preference... Manage Config

Sezsion Info

About

3.5.2 View the publishing result

After successfully publishing the notice, the notice record will be generated in the list to display the
publish result of corresponding notice.

1. View the notice content

5
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Click the corresponding link of the title to view the detailed content of notice. However, the
content cannot be edited

Announcement publish

& Pusishmtfcton

Title Publish ime Target client amount Sent Confirmed Statistics detail

Xi gathers with non-Communist party leaders, perso 2020-01-15 17:28:09 1 1 0 View

Publish notification

* Title

B TI1 /7 Y § % 4 E

ClieChinese President Xi Jinping on Tuesday gathered with leaders
from non-Communist parties and the All-China Federation of
Industry and Commerce (ACFIC), as well as personages without
party affiliation ahead of the Spring Festival.

2. View the publish result

Each notice record will include corresponding publish situation, including total number of target
clients to which the notice is published, the number of clients to which the notice has been published
and the number of clients which have confirmed. The client to which the notice has been published
refers to the client which receives the notice, but not confirms by clicking “already read” button.

Announcement publish

& Fuish st

Title Publish time Target client amount Sent Confirmed Statistics detail

Xi gathers with non-Communist party leaders, perso 2020-01-15 17:23:09 1 1 0

If the user wants to know the receiving and confirming situation of all clients further, the user can
click “view” button to view the publish situation of all clients in the popup dialog box.

Announcement publish

.
& Puihwticton

Title Publish time Target client amount sent Confirmed Statistics detail

Xi gathers with non-Communist party leaders, perso 2020-01-15 172309 1 1 0 View

6

it BEERMTELKE 618 SEEIMEMGIEREE 2242 B #B4K: 350002
E#l: 400-158-1515  f&EL: 0591-83057710 #%ifFEIE: 0591-83057123 it: http://www.centerm.com
Email: centermfw@centerm.com



Centerm 88

View X

B Export & Resend all Client IP Q

Subordinated

Client IP Send status Confirm status Confirm time
group
. ) 2020-01-15
192.168.106.147 Organization Chart Sent Confirmed
17:27:06

6
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3.6 File deployment

The file deployment is mainly used for deploying files in the system, including copy of file and
distribution of software. It is mainly applicable to batch installation of application software of client
and batch distribution of files. Besides, the file deployment can realize the management of files in
the system, including the upload and deletion of files, etc.

3.6.1Windows file deployment management

3.6.1.1 Upload file

1. Initialize the upload environment

Click “upload file” button, as follows:

T s T e e ¢ e g e | b i w L SUEESRR L SE e

Windows file deployment management | nux file deployment management Linux logs

& Upload (& Install to client Copy to client

File name File size Upload user Permissi

If the system of browser isn’t installed with JRE run environment or JRE version is too low, the
system will prompt to install JRE, as shown in following figure:

Tip

Flease install the file upload tool at first, click here upload

and install

Click download and install JRE. Then, restart the browser.
2. Initialize the upload component

After installing JRE, restart the browser and click “upload file” button again to initialize applet, as
follows:

EFTH upload.exe 157

https://192.168.106.181 ABFTFILAC .

17T upload.exe

6
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The upload interface after initialization is as follows:

File upload

File Path |[ Scan J

File Desc ]

Upload | Cancel |

Select the file to be uploaded

Click “browse” button, select the file or folder to be uploaded, select corresponding file in the popup
file selection window, and click “open”.

20 (@ oommens D (@) (&) (@) EE)
(L5 CPY_SAVES (i MetSarang
(5 MobaXterm (i MetSarang Computer
(E5 My Fetion file [ OneMote Fig%
(i My RTX Files (&5 plsgldoc
(5 Mavicat [i§ Rise ofthe Tomb Raider
LS J >
S
WHABIT): | FETRE v
|47 ||

Fill in the file description and click “Yes” to start uploading the file;

6
O
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File upload

I File Path  g2019-12-02_10-17-14.log Scan

File Desc
F IS].anerneIDiagzm9—12—02_1 0-17-14.lo

a

F'Y

After successful uploading, the uploaded file will be added in the file list, as shown in following

figure:
Windows file deployment management Linux file deployment managemen Linux logs
ey th hared e com b seached by ohers | Upats a
File name File size Upload user Permission Upload time Download File description
SynKernelDiag2019-12-02_10-19-1dlog 636.1K = Private 2020-01-15 17:34:31 Download SynKernelDiag2019-12-02_10-19-1dlog

Cancel upload
During uploading of file, the upload can be cancelled by click “cancel” button:

|&| File upload — =
File Path  giaWlfi\aidafdextreme 7z | Scan
File Desc ]
¥

[ Uplaaatoh 168 106 181 (41%)

Select “Yes” to exit the upload.

6
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| £ Cance -_: al=[s

Currently There Are Files Uploading Whether Or Mot Exi:

Yes R [

3.6.1.2 Software installation

Software installation refers to distribution of software stored in the server to the client as well as
installation operation. The traditional software distribution, as for system administrator, is
distribution of the updated software to many work stations, which is undoubtedly the most tedious
task. Software distribution function of Centerm desktop management system facilitates the batch
distribution of software and also helps the network administrator to prevent from virus source or
potential safety hazard caused by software installation without authorization.

The specific operation steps are as follows:

1. Select the client to be installed with software from the client tree, select the software to be
installed from the file list and click “install to client” button:

Windows file deployment management eployment management

B imitiodent || Cooy o dent oy theshred

B Filename File size Upload user Permission Upload time

BaiduNetdisk 68.7.2.cxe 36.6M a Private

SynKemelDiag2019-12-02_10-19-14lag 636.1K « Private 2020-01-15 17:34:31 Doumload SynKemelDiag2019-12-02_10-19-14log

Fill in the silent installation parameters (ensure silent installation of software in the client),
and click OK:

Software distribution parameter setting

Program in folder can be specified, e.g.

olderMame\Setup.exe

Execute file BaiduMetdisk_6.8.7.2.exe

InstallParam l E

RunPermiss Run as system user permission

Confirm Save template Cancel
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The description of installation parameters is as follows:

This item is option and is the parameters used during installation of software in client. It is empty
by default, which refers to the non-silent installation and may require manual intervention. The
parameters of different software are different (in general situation, the parameters aren’t used). If

* 8 &Y

[T S = - 1]

the parameters are used, please contact the software provider for support;

Take jre as an example. The following parameters are available:

° /quiet quiet mode without user interaction

° /passive  no participation mode-only display the process bar

° /q[n|b|r[f]  set the user interface classn —no user interface; b —basic interfacer

interface  f —finished interface (default)

Configure the plan wizard and execute the task

Notice: if select “immediately prompt and execute after countdown restart” in execution setting of
the client, the client will pop up the restart prompt. The client user will select whether to restart
immediately for installation; if “no prompt, execute in restart next time” is selected, it is defaulted

that the client carries out file deployment in start next time.

Schedule wizard

Task name Install software
Task target 1

Task start time @ Start right away

Assign task start time

Advanced setting Task end time
Only executed daily from to
Deployment settings @ Deploy immediately (UWF module deesn't support it. Select restar

Restarting before deployment,Countdown (min) 5
Only valid for terminal with memaory protection
Deploy after restart

f clie wer on 5:00 ~5 ith deployment task

not e he client will automatically count down t

reboot

The results and process information of software distribution are displayed on the task execution

state panel, as shown in the following figure:
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Task management
B Export
Strategy center task

Peripheral software auto upgr e
My task
Task to be audited 147windows10
History task
Tasks created in last 30 day
O Install software 01-15 13
B All Target(1)
5 Waiting(1)
3 Executing
= Suspend
«F Success
® Fail

M Recand nntification M1-1

3.6.1.3 Copy file

The file copy function is used for copying the prepared file to the specified client. Its operation steps
are similar to software installation steps and are briefly introduced as follows:

1. Select the client to copy file from the client tree, select the file to be copied from the file list and
click “Copy to client” button.

Windows file deployment management Linux file deployms anagemer Linux logs
Oty theshard e can e sarched by tners | Upoad | 2
B  File name File size Upload user Permission Upload time Download File description
BaiduNetdisk 6.8.7.2.exe 36.6M ez Private 2020-01-15 17:43:20 Download
SynKemelDiag2019-12-02_10-19-14log 636.1K < Private 2020-01-15 17:34:31 Download SynKemelDiag2019-12-02_10-19-14Jog

2. Fill'in the saving path of file in the client and click OK:

File copy parameter setting pos

Target path [ c\Tim

File name SynkKemelDiag2019-12-02_10-19-14

Save template Cancel

3. Configure the plan wizard and execute the task

6
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Schedule wizard W

Task name Copy file
Task target 1

Task start time @ Start right away

Assign task start time

Advanced setting Task end time

Only executed daily from to

Deployment settings @ Deploy immediately (UWF module doesn't support it. Select resta

B Restarting before deployment,Countdown (min) 5
Cnly valid for terminal with memory protection
Deploy after restart

f clients still power on 5:00 ~5:15 with deployment task
not executed, the client will automatically count down to
reboot.

3.6.2Linux Patch Update

3.6.2.1 Upload patch

1.When the terminal needs to update to a new version, you must use the update file
provided by Centerm Information.

2.You need to check first whether the terminal has bind a usable storage node

3. Enter the “file deployment->Linux file management” module

4.Click the “Upload file” button, as below shows:

Windows file deployment management Linux file deployment management Linux logs
File name Upload user cz Upload time to
[~ ][ oo |
File name File type Version information  Suitable system version  Applicable model  File size Upload user Upload time File description  Status
6
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File upload

File Path ][ Scan J

File Desc ]

Upload | Cancel | |

Click the “Browse” button and select the patch file to upload. The patch file must
be .dat format file.

Lookin: | (& Server ) (@)@ )@ ][]k

CDMS.exe MDSORDEND b
[ cDMS exe_MD5 bt

D CDSsetup.exe

CDSsetup.exe_WDS5 b

D CinfinDBSetup.exe

[ cinfinDBSetup.exe_MD5.bt

File Mame: JsersihuiDeskiop\COMSE.0 (1S0ZZ{4) \COMSG6.0\Docs\COMS\Server

Files of Type: | All Files v

[ Open J [ Cancel ]

5. Fill the file description in the “File Desc” box and click “upload”, then the file will
begin upload.
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File upload

File Path  iflashplayer-27.0.0.187 dat | Scan

File Desc F

Upload ' Cancel '

6. After the successful upload, the file list would add the uploaded file, as below shows:

TGOS e ae oy e

LU e Gepioy i

File name Upload user Al users Upload time to
 upsate g [ 8 Upiao ysiom

File name File type Version information  Suitable system version  Applicable model  File size Upload user Upload time File description  Status
udonothing.dat Patch file 1.0.00 — — 236K admin 2020-01-1412:... — Unzip complete
| uflashplayer-27.0.0.187.dat Patch file 27.0.0.187 — — 3.3M ck 2020-01-11 14...  — Unzip complete

3.6.2.2 Distribute the patch

1. Select the uploaded patch file, select the terminal to update and click “update

patch”.

SN ey File name Upload user | Allusers Upload time to

P Q
© Updatepatch || & Update system
New management terminals(1)
B+ Organization Chart B Filename File type Version information  Suitable system version  Applicable model  File size Uploaduser = Upload time
20ddd
By
B = cocbbacfollin

- - inwe)

xny
£ Zjl

™ wesT-GAEN(Windoy
» win10-x64EN (Windg
A ™ WIN-JRVRUU76CLR(Wi
= c3fdbBBO(Linux)

2.In the popup window, configure the task’s execution option.

-~
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File desc
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4:00
4:00

More

Linux patch update X

O Update after power off
If clients still power on 5:00 ~5:15 with deployment task not executed, the
client will automatically count down to reboot

Immediately prompt update

& %

Schedule wizard

Task name Update Linux patch
Task target 2

Task start time @ Start right away

Assign task start time

Advanced setting Task end time

Only executed daily from to

3.6.2.3 Check the result

1. In the popup window, configure the task’s execution option.

Task management Update Linux patch

Strategy center task

Peripheral software auto upgr Task information Execute task status

My task
Task to be audited Task state:Scheduling  Cancel task Waiting ([l} Executing
i W Failure
History task Schedule runtime:2020-01-15 17:56:39

Tasks created in last 30 day oy oy ond time:2020-01-22 17:56:39
[ Update Linux patch 01-1
& All Target(1}
o) Waiting{1)

Real end time:Not complete yet

Creation time:2020-01-15 17:56:39

% Excauting Details:uflashplayer-27.0.0.187.dat More

=» Suspend

« Success

® Fail
A Update Linux patch 01-1
21 _Undate Linux patch 01-1

7
7

JULE 7R
*,
Cancel
Suspend Success
— Executing
\—Failule
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3.6.3Linux System update

3.6.3.1 Upload update file

1.When the terminal needs to update to a new version, you must use the update file
provided by Centerm Information.

2.You need to check first whether the terminal has bind a usable storage node

3. Enter the “file deployment->Linux file management” module

4 .Click the “Upload file” button, as below shows:

File upload - |3
File Path Scan
File Desc ]
L
(%
Upload Cancel

5. Click the “Browse” button and select the patch file to upload. The patch file must be .dat
format file. After the successful upload, the file list would add the uploaded file, as below
shows:

4 upload fie | ‘8 Update patch | b Update system | | @) Delete Files | J° Search

] File name File type Version 05 version Model File size Uploaduser Uploadtime ~ File description
[7]1 1 ufiashplayer-27.0.0.187 dat Patch file 27.00.187 53M admin 2018-06-13 1122:06 HBHT

3.6.3.2 System update

1. Select the uploaded patch file, select the terminal to update and click “update
system”.
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-

R T O B O P T a G ovme TaRTey

Search group File name Upload user = All users Upload time

P a ]
& Upload £2 Update patch & Update system
|

New management terminals(1)

-] Organization Chart B Filename File type Version information  Suitable system version  Applicable model  File
aaddd = udonothing... Patch file 1.0.0.0 — — 23

B wsj
uflashplayer...  Patch file 27.0.0.187 — — 5.3

— P

B ™ 938f6%ab(Linux)

Ny

zjl

™ wes7-x64EN(Window

® winl0-x64EN(Windo
@ 147windows10(Window

2. In the popup window, configure the task’s execution option.

Parameter setting

B Forcedupdate @@ Save all configuration

© Update after power off
If clients still power on 5:00 ~5:15 with deployment task not executed, the
client will automatically count down to reboot.

Immediately prompt update

Schedule wizard

Task name Update Linux file
Task target 1

Task start time @ Start right away

Assign task start time

Advanced setting Task end time

Only executed daily from to

Confirm Cancel

3.6.3.3 Check result

Enter “Task Management” module and check whether the client update task is
successful.

7
7
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3.6.4Linux log

This feature can be used to extract the running logs directly when the administrator
needs to obtain them locally from the client. This feature is only available for Linux

clients. Operation steps:

3.6.4.1 Log extraction

1. Select one terminal and click “Collect Logs” button, then browse and select the file
or file folder to be extracted.

jows file deployment management Linux file deployment management Linux logs

Terminal IP Terminal name Time to
File name Time Terminal IP Terminal name
192.168.106.100 938f6ebdd

936f6ebdd 192.168.106.100_202001110100.tar...  2020-01-11 13:00:58

2. Click “finished” to finish the task creation.

Schedule wizard

Task name Collect Logs
Task target 1

Task start time @ Start right away

Assign task start time

Advanced setting Task end time

Only executed daily from to

3.6.4.2 Check result

Enter “Task Management” module and check whether “Collect Logs ” task is successful.
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Task management Collect Logs

Strateqy center task

Peripheral software auto upgr 133k information Execute task status
My task
Task to be audited Task state:Scheduling  Cancel task Waiting (i} Executing Suspend Success
) B Failure
History task Schedule runtime:2020-01-15 19:23:33

Tasks created in last 30 day
5 Collect Logs 01-15 19:2:
B All Target(1)

Planned end time:2020-01-22 19:23:33
Real end time:Not complete yet
Creation time:2020-01-15 19:23:33

5 Waiting Executing

Details:None ~— Failure

[ Executing(1)
= Suspend
" Success
X Fail
5 Update Linux patch 01-1

1 _Undate Linuy natch 01

2. Enter File deployment->Linux Log module and check whether there is extracted
log files.

Terminal IP Terminal name Time to
& Collect Logs W Delete Logs

File name Time Terminal IP Terminal name App Operation

938f6ebdd_192.168,106.100_2020011101004ar..  2020-01-11 13:00:58 192.168.106.100 938f6ehdd Tc Download

3.6.4.3 Log check

Click “download” to download the log to local system and you can check the log.

3.7 Client upgrade

Due to increase and improvement of functions of system version, the batch version upgrade of
clients within the system management range is often required. This module is only valid for upgrade
of Windows clients.

Windows file extraction management

Install fo client B Copy to client Only the shared file can be searched by others | Upload us z Q

File name File size Upload user Permission Upload time Download File description
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Extract file
MName Size (KB)  Last modification
time
J C:
= CscSecunty.log 2019-11-21 19:11:52
= GroupUser.log 30 2019-11-27 21:57:37
= README.md 8 2019-12-11 17:12:34
= uXslt.dat 103 2019-12-11 17:14:34
aaz
Intel
PerflLogs
Program Files
Program Files (x86)
test e
Extraction Exit

The general client upgrade mode of system is: upload the upgrade files to server—>set the upgrade
mode of client—>obtain upgrade files from server and upgrade—>finish upgrade of client and feed
the result information back.

Windows file extraction management

st ttant | oo o cien Ol the shered e co b sarched by others | Upsty | c2

File name File size Upload user Permission Upload time Download File description

CscSecuritylog 08 =3 Private 2020-01-15 17:48:14. Download

3.7.1.1 Description on upgrade files

The upgrade files are the packaged files which are stored in server and used for updating software
of all clients. In the system, the upgrade files are divided into two types: main version files and
patch files.

° Main version files: the complete client installation package. The server shall have these files.
Otherwise, the upgrade function cannot be used;

° Patch files: the patch of client software and the non-complete installation package. The files
are not necessarily uploaded to the server.

After installing the management server, the server will have complete client installation package
with the same version. The client upgrade function can ensure that all managed clients are
upgraded to the latest version. During uploading the patch files, the patch files shall be matched
with the main version. Otherwise, the upload will be in failure.

7
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3.7.2 System backup

The administrator can back up OS of client to the server. If the client system is crashed, the client
can be restored by the backed up image. Notice: “system backup” can only back up the system
disk.

1. Select the client and click “system backup” button.

mage file management

&» Upload image [z System restore = System backup

Image name Size Client type

Select the backup mode in the popup dialog box. The system has the following two backup modes:

) Back up to local client: the backed up image file is saved in the local non-system disk with
the largest residual space of client. The image file will be hidden in local partition of client.

® Back up to server: the backed up image file will be stored in the storage node added in the
management server. This mode is influenced by network environment. Enough network
bandwidth shall be ensured.

Besides, the administrator can select whether to keep the management server address in image.
If the address isn’'t kept, when the image is restored to other client, the management server address

is empty.

System backup parameter setting

Backup system to
Local client
O Server storage

Image name linuz

Description | 192.162.106.143

Save management server address in image

Confirm Cance

Click “OK” button and configure the plan wizard.
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Schedule wizard

Task name System backup
Task target 1
Task start time @ Start right away
Assign task start time
Advanced setting Task end time

Only executed daily from to

After the local partition of client receives the command, the client will firstly restart to clean the dirty
data; after entering the desktop, the desktop will display “image backup preparing”; next, the client
will restart second time to enter the backup interface:

5 : vdevssdb1
EHAr:ftp:rr192.168.13.114
= EHE] c00 :00: 15

o 4 1 E] 90 : 96 : 00

KRAS B (o)A F R B8 i PR )

Notice:
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° During extracting image, the client is offline; after extracting image, the client will restart many
times. Therefore, the client will be online and offline repeatedly.

) Above description is for backup to server. The interface of backup to local client is basically
the same with the above mentioned interface and will not be described any more.

The server can display the system backup progress in task management module.

Jman g

After backup, the backed up image file is shown in image list:

© Upload image E3 System restore & System backup Upload u Al users

Image name Size Client type Upload user Upload time Description

143.dds 2136 Linux client wsj 2020-01-11 15:08:12 —

3.7.3 System restore

If the client executed the system backup, the system can restore OS of client by system restore
function. Notice: “system restore” only can restore the system disk.

1. In system backup, there are two backup modes, i.e. back up to local client and back up to server.
Therefore, there are two restore modes, as shown in following figure. Select one or more terminals.
Click “system restore” button.

e e T e S G es I e TG O N aEpreyTeTTe EREEeTe e e R Tt TGSy TreTeTe

Client group mage file management
SEEENEED & Upload image [EJ System restore | @ System backup
Image name Size Client type Upload user
New management terminals(1)
-] Organization Chart 143.dds 213G Linux client wsj

aaddd
wsj
xny
Zj
=1 bco1eB718(Linux)
m WIN-JRVRUU76CLR(Wi

W 65c5156edd(Linux)

= WIN-JRVRUU7SCLR(Wi

2. In the popup dialog box, select the restore mode. Local image restore of client shall ensure the
existence of backed up image in local client. Otherwise, the restore will be in failure.

The following figure demonstrates the restore by server image. Select the image file to be used
from the list.

7
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System restore parameter setting s

System restore mode (only for system drive)
Client local image recovery

O Server terminal image recovery

143.dds

3. Click “OK” and configure the plan to enter the task management module to view the restore
progress.

Schedule wizard %

Task name System restore
Task target 1

Task start time @ Start right away

Assign task start time

Advanced setting Task end time

Only executed daily from to

If the desktop of OS of client before restore can be normally used, the desktop will prompt

“image restore preparing”; in restoring, the client interface is as follows:

Q
O
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J§:ftp:,,192.168.13.114
¥ s vdevssdbl

gﬁﬁﬁlﬁ]:aazaaus
il 4= 0+ |E] -:00:82 :50
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3.8 Peripheral Security

Peripherals on the client often generate unsafe factors, such as infecting virus, information leak
and other risks in using USB, wireless network card, etc. Security management of peripherals
enables the user to disable or enable any peripheral to reduce the risk caused by above unsafe
factors.

3.8.1 Restriction to device type

The administrator can limit the using of client peripherals according to the device types. The system
supports the peripherals in following figure.

Peripheral security
Configuration item list Configure detailed parameters

Restrict device type Restrict device type

Restrict device interface

Exception device nterface setting. Some devices shall be rebooted

U disk, mobile disk, CDROM, floppy Forbid

Wireless network card Not configured
Modem Not configured
Printer Not configured
Scanner Not configured
Camera Not configured

Apply Save template

U disk, mobile hard disk, CD drive and floppy disk drive have four following states:
° Not configured: not limit the device;

° Read/write: normally read and write in the device;

° Read only: only read the data in the device rather than write;

° Forbid: prohibit any using operation of the device;

=== L= - CREETTO - o =g o

U disk, mobile disk, COROM, floppy Forbid

Wireless network card Not configured
fonrrs
Modem Read/write
Read only
Printer .
orbi

Other device has three following states:
° Not configure: not limit the device;

8
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° Allow: allow all using operations of the device;

° Forbid: prohibit any using operation of the device;

Wireless network card Mot configured
Modem Mot configured
. Forbid
Printer
Allow
Scanner B

Notice:

° The device which is connected before applying the strategy will not be limited by the strategy.
The device shall be plugged out and then connected again.

° Priority of device type is higher than the priority of device interface. If in setting of device
interface, the USB interface is disabled, but in setting of device type, U disk and other storage
device are allowed, the strategy will allow the using of U disk and other storage device, but
prohibit other USB device.

3.8.2 Restriction to device interface

The administrator can limit the using of peripherals of client through the device interface. If the
client device type to be limited isn’t within the system configuration options, the limitation can be
realized by limiting the device interface.

The types of interfaces which can be configured are shown as follows:

Peripheral security
Configuration item list Configure detailed parameters

Restrict device type Restrict device interface

Restrict device interface

Exception device

Disable USB Disable bluetooth
Disable serial port Disable parallel port
Disable 1394 Disable infrared
Disable PS2 Disable PCMCIA

Apply Save template

Notice:

° The device which is connected before applying the strategy will not be limited by the strategy.
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The device shall be plugged out and then connected again.

° Priority of device type is higher than the priority of device interface. If in setting of device
interface, the USB interface is disabled, but in setting of device type, U disk and other storage
device are allowed, the strategy will allow the using of U disk and other storage device, but
prohibit other USB device.

3.9 Windows vulnerability fixing

Attack on system vulnerabilities is a common method of virus attack. Therefore, vulnerability fixing
in time is the effective means to prevent the client from virus attack. However, there are many
difficulties and risks in fixing the client vulnerabilities by batch; besides, due to lack of statistics and
maintenance, in later period, the vulnerabilities will be fixed repeatedly, which will spend a lot of
time and need a lot of workload.

The vulnerability fixing module can solve above mentioned problem better and assist the IT
administrator to fix vulnerabilities in any unified way. Besides, the automatic fixing function of client
can be set and relevant fixing situation will be displayed.

3.9.1 Patch library management

The patch library includes information of all current patches for fixing the client vulnerabilities. The
mentioned patches are Microsoft patches and Centerm patches. The Microsoft patches are
directly provided by Microsoft and the Centerm patches are customized for Centerm XPE and
WES?7 clients.

If the administrator needs to fix the vulnerabilities of XP and WIN7 clients, only the Microsoft
patches are enough. If the administrator needs to fix the vulnerabilities of Centerm XPE and WES7
clients, we suggest using Centerm patch server to fix.

3.9.1.1 Patch server setting

1. Set up patch server

If Microsoft patches are used, only WSUS server shall be set up; if Centerm patches are used, both
the WSUS server and Centerm patch server shall be set up. Refer to deployment file for setup
method.

2. Click “patch server configuration” link

Patch library management

' ot sevrcotrzion noisos | vt

3. Fill in patch server information

If Microsoft patch server is used, only fill in the WSUS server; if Centerm patch server is used, fill
in both the WSUS server and Centerm patch server, as shown in following figure:

8
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Patch server configuration

Server address 192.165.4.209
Port 20

System username administrator

[1+]
[47]
—

System password ~ seessessseae T

After filling in, click “connect to test” button to test. Only if the filled patch server is available, the
patch server information can be saved.

4. After setting the patch server, exit and refresh the patch list to view information of all patches.

Patch library management Client repair statistics Auto repair configuration
Patch name Audit status Patch type Percent of clients to be updated Publish time Patch detail
ERIRERRESEI EESHEF 0% 2003-02-19 12:02:38 View

T 0% 2003-02-1912:30:33 View
Q320174: %E@EF 0% 2003-02-2019:16:48
=2, 200292 5 13 B (MSXML 4.0) ELTFET 0% 2003-10-01 10:02:49 View
EEFHRF 0% 2003-08-06 11:02:20 View
RREHEF 0% 2003-10-1410:52:16 View
EEEHEF 0% 2003-06-19 05:56:39 View
FEEHEF 0% 2004-10-05 16:24:56 View
=REHES 0% 2005-01-12 11:20:18 View
Microsoft Windows ST 3.1 Verified FREHET 0% 2005-05-18 15:27:22 View

3.9.1.2 Patch review

The initial patches in the patch library cannot be directly downloaded by the client because some
patches aren’t matched with the system or the patch isn’'t necessary. Therefore, the administrator
shall review the patch. Only the approved patch can be installed in the client.

Review the patch according to following steps:
1. Locate the patch to be reviewed

The list shows the name, review state and type of patch, proportion of clients to be updated. Click
“view” link for more detailed information of patch.
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Patch name Audit status. Patch type Percent of clients to be updated Publish time Patch detail
0% 2003-02-19 12:02:38
0% 2003-02-19 12:30:33
0% 2003-02-20 19:16:48
0% 2003-10-01 10:02:49
0% 2003-08-06 11:02:20
0% 2003-10-1410:52:16
0% 2003-06-19 05:56:39
0% 2004-10-05 16:24:36
0% 2005-01-12 11:20:18
0% 2005-05-18 15:27:22
Or search from filter for review
Patch library management Client repair statistics Auto repair configuration
Patch name Audit status Patch type Percent of clients to be updated Publifh time Not verified
TR Veri 0% 200302-13 12:02:38 Verified
Veri 0% 2003p2-19 12:20:33 Refused
Veri o 2003220 10168 Not refuse all patches
FLEH, 200252 5 13 B (MSXML 4.0) Verified 0% 2003-10-01 10:02:49 View
Q318138: ZLEHZF Verified 0% 2003-08-06 11:02:20 View
Veri 0% 2003-10-1410:52:16 View

0% 2003-06-19 0

845 (BITS) 2.0 §1 WinHTTP 5.1

Veri 0% 2004-10-05 16:24:56 View
Win Veri 0% 2005-01-12 11:20:18 View
M ft Windows B 3.1 v 0% 2005-05-18 15:27:22 View

3.10 Software blacklist and white-list

Software blacklist and whitelist control and limit the software progress on the client so as to
standardize software application of local running of client and to ensure the safety of program
running of client.

° The whitelist function only allows processes in the whitelist and basic system processes of
client to run and prohibits other processes.

° The blacklist function only prohibits processes in the blacklist and allows other processes to
run.

3.10.1 Blacklist and whitelist management

This module is used for maintaining the common processes in blacklist and whitelist in the system
and facilitating the addition and change of processes in blacklist and whitelist by the administrator.
In setting the process strategy, the administrator can directly select the needed process, which
simplifies the input of user. Therefore, blacklist and whitelist library is only a process library in server
and has no necessary connection with the client.

8
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In the dropdown box of following figure, switch the page of blacklist and whitelist.

Software blacklist and whitelist strateg Blacklist and whitelist management  Process contro

Blacklist/whitelist group Whitelist

Whitelist m 2 Append to client computer © Scan client m

Whitelist

Default group. Process name Subordinated group Operation

Cwindows\system32 Default group Edit

Because the addition method of whitelist is same with that of blacklist, the whitelist is taken as an
example to introduce.

3.10.1.1 Add process group

The group is used for classifying and distinguishing processes. We suggest the administrator to
make the group based on software.

Both whitelist and blacklist only support the one layer group. The root groups have “default group”
respectively which shall not be renamed or deleted. Adding method of group is as follows:

1. Right click on the whitelist node and select the “add group”.

Whitelist
Add group
Import

Export

2. Fill in the group name and finish adding.

Add black and whilte list management group <

Group name ‘ Wwindows| |

8
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Blacklist/whitelist group
Whitelist

Whitelist
Default group
TEST

Windows

3.The grouped process can be transferred to other groups by “move” function.

Blacklist/whitelist group Default group
Whitelist .
Whitelist
Default group a Process name Subordinated group Operation
TEST E c\aq.com Default group Edit
‘Windows
Cawindows\system32 Default group Edit

3.10.1.2 Manually adding

1. Click “add” button.

Software blacklist and whitelist strategy Blacklist and whitelist management Process control
Blacklist/whitelist group Default group
Whitelist
Whitelist
Default group Process name Subordinated group Operation
TEST c\gg.com Windows Edit

Windows

2. In the popup dialog box, fill in the process name. If only one process is added, fill in the complete

Q
O
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path of the process, such as “C:\Windows\system32\notepad.exe”; if a directory is added, fill in the
complete path of the directory, such as D:\ProgramFiles\NewCommi.

If the process in blacklist is added, as for single process, only fill in the process name, such as
“notepad.exe”; as for directory, fill in the complete path.

Add process X

Process name

3.Click “OK”. The list will show the added process. Processes added in the root group will be

automatically included in the default group.

Blacklist/whitelist group Default group
Whitelist
2
Default group
TEST C:\Windows\system32\notepad.exe Windows Edit
Windows
c\qg.com Windows Edit

3.10.1.3 Add to selected client

Adding to selected client refers to add the selected whitelist strategy to the specified strategy list in
the client without covering original record, including following two situations:

° If the client enables the whitelist strategy, the added whitelist will take effect immediately;

e |fthe client disables the whitelist strategy, the added whitelist can only be added in the list and
cannot take effect.

Search group ! 1 strateq Blacklist and whitelist management

Blacklist/whitelist group  Default group

Whitelist

@ Scan clent

3.10.1.4 Import list

When the administrator needs to add more processes or directories or transfer the process list, the
administrator can use the import function of process list.

1. Description of importing files

8
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The imported file shall be CSV file. Firstly, create a new file in excel. Fill in the process name
in the first column and the process group in the second column, as follows. After editing, save
the file as csv ormat.

& B
1 C:/Windows/systen3z/notepad. exe B
ZID:/Program Files/NewConmi il
3 c:fag.exe 28
4 D:/Program Files/UniFrame3/WinTailZ. exe UniFrame3
5 D:/Program Files/UniFrame3/WindowsUpdate/WU4A_for XP/win_update/wuauclt.exe TUniFrame3
B D:/Frogram Files/UniFrame3/WindowsUpdate/UpdateSynchronous. exe UniFrame3
7 D:/TProgram Files/TniFrame3/WindewsUpdate/DownleadCfertFile, exe TniFrame3
2 D:/Program Files/UniFrame3/WindowsUpdate/cer/certutil. exe TniFrame3
3 D:/Program Files/UniFrame3/VNC/UltraVNC/wimme. exe UniFrame3
10 D:/Progran Files/UniFrames/VNC/UltraVNC/wmc_settings. exe UniFrame3
11 D:/Progran Files/UniFrame/VNC/T1ltraViC/testauth. exe TniFrame3
12 D:/Progran Files/UniFrame3/VHC/Ultra¥NC/MSLogoniCL. exe UniFrane3
13 D:/Progran Files/UniFrame3/VNC/UltraViC/check_install. exe TniFrame3
14 D:/Program Files/UniFrames/VNC/UltraVNC/cad. exe UniFrame3
15 D:/Program Files/UniFrame3/unpack. exe UniFrame3
16 D:/Progran Files/UniFrame/TnilpdateService. exe TniFrame3
17 D:/Progran Files/UniFrame/Uninstl1UzerInfo. exe UniFrame3
12 D:/Progran Files/UniFranes/unins000. exe TniFrames
19 D:/Program Files/UniFrame3/UniFrnZ. exe UniFrame3
20 D:/Program Files/UniFrames/Tni32Notify. exe UniFrame3
21 D:/Program Files/UniFrames/UdiskTray. exe UniFrame3
22 D:/Progran Files/UniFrames/TerninalShell. exe UniFrames
23 D:/Progran Files/UniFrames/taskkill. exe TniFrames
24 D:/Program Files/UniFrame3/SoftwareDenlov/FEiD. exe UniFrame3

2. Import steps

In the right click menu of whitelist node, select “import” to import the process in the system.

Import process

File path: WEudiiCHll \WhiteProcess.csv
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3.10.2 Blacklist and whitelist strategy

In the blacklist and whitelist strategy, the administrator can set relevant strategy of monitoring
processes of the client. The steps are as follows.

1. Select one or more clients to be configured with strategy. Select “enable blacklist/whitelist
control function” on the right panel, as follows.

Software blacklist and whitelist strategy Blacklist and whitelist management Process control

Enable blacklist/whitelist process control

Blacklist
Unknown group

Default group

2. Select the monitoring mode

At a moment, the client only can use one mode and cannot use the blacklist and whitelist mode
simultaneously.

Software blacklist and whitelist strategy Blacklist and whitelist management Process control
Enable blacklist/whitelist process control ()

Monitoring strategy setting

Monitor mode @ Blacklist mode Whitelist mode

Except user

[- ] Blacklist
= Unknown group

Default group

9
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3. Fill in the exceptional user

The exceptional user function realizes that the user in exceptional user list isn’t controlled by the
process strategy. For example, if the administrator is filled in the list as the exceptional user, all
users except for the administrator in the whitelist will take effect.

In order to use this function, select the option in red frame in following figure, fill in corresponding
username and use English “,” to separate.

Software blacklist and whitelist strategy Blacklist and whitelist management Process cantrol

Enable blacklist/whitelist process control ()

Monitoring strategy setting

Monitor mode @ Blacklist mode Whitelist mode

Except user‘| administrator

[ | Blacklist
Unknown group

Default group

4. Select process

When the administrator selects the monitoring mode, the list will automatically load the
corresponding blacklist and whitelist library. Select the process to be valid in the client and then
apply to client.

Description of unknown group:

When a process in the client doesn’t belong to blacklist or whitelist library, the process will be
automatically included in the unknown group. Once the monitoring is cancelled, the process will
not be acquired. The unknown process may occur in following three situations.

) The client applies the blacklist and whitelist strategy with too early version;

) The client runs other software during installation of client which adds these software
processes in blacklist and whitelist by default;

° The administrator deletes or edits some processes in blacklist and whitelist library, but the
client has configured with these processes.

9
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Software blacklist and whitelist strategy Blacklist and whitelist management Process control

Enable blacklist/whitelist process control @)

Monitoring strategy setting
Monitor mode Blacklist mode © Whitelist mode

Except user

(-] Whitelist
] Unknown group
[/} Default group
B 3 Clwindows\system32
TEST

Windows

o

Q
7
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3.10.3 Process control

The process control function is similar to the task manager of windows OS; after selecting one
client, the administrator can view current processes run in the client and can click “end the process”
to end the process in the client.

[ Process number 57 | CPU:5% | Memory: 8191TM |  Memory use: 1549M |

9
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3.11 Template management

3.11.1 Windows/Linux

Windows OS Template file management

The template file management can extract and keep the parameter configuration of clients as
template in the server or save templates of some tasks (file copy, software installation, peripheral
security and software blacklist and whitelist) so as to rapidly set the clients by batch.

3.11.1.1  Extract client configuration template

1. Select one client and click “extract client configuration template” button.

t group Search group emplate file management

Client type

2. Fill in the text information of template and select the item to be extracted. In the following figure,

5 e

. Creater

remote assistance, desktop mode, IE strategy and IE favorites are selected.

Extract template

* Template name
Client type

Description

Select the template configuration items to be extracted

Remote assistance
Printer

Star menu taskbar
|E strategy

IE favorites

Local access control
Desktop strategy
Control panel

IE proxy configuration

Time Sync

Select all

Disk management
Desktop mode
Desktop icon publish

IE security
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After saving, the list will show the template extracted just now.

Template file management Strategy center
Upezave ez a
Template name Client type Template type Creater Creation date Client model System type System version Client version Desc
VMware Virtual Windows Server 2008 6.1.7601 Service Pack
template Windows client Client configuration cz 2020-01-16 15:52:39 Platiorm . | 7.0.0.0000.9388 tem
Notice:
) The client for extraction shall be online. Otherwise, the extraction will be in failure.
) The user can select the item of template files on the panel according to his/her demand.
3.11.1.2 Extract configured template for Linux client
1.Choose a client, click“Extract the terminal configuration template”§% 4l »
Search group Template file management eq t

2. Fill in name, type and description, then tick on options about to be added to template for

extraction
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Extract template X
* Template name Linux
Client type
Description Linux
Select the template configuration items to be extracted
B Select all
B Time B Network B language And Keyboard
B Security B Cloud Service B ICA Global Settings
B Device Manager [ Power Manager
1. Source system and distribution system of template should be the same.
2. Select template abstraction item based on demand rather than select all.
5.After template extraction done, it can be seem in below list
Template file management Strategy center - o I
Template name Client type Template type Creater Creation date Client model System type System version Client version Dest
Linux Linux client Client configuration cz 2020-01-16 15:54:43 N610 Linux 2000.1.00 6.0.692.108.3228 Lint
| O template ‘Windows client Client configuration 4 2020-01-16 15:52:39 Vhware Virtual Windows Server 2008 617601 Service Pack 7.0.0.0000.9388 tem

Platform

R2 64(

1

3.11.1.3 Save task template

1) File copy

Enter to file deployment, save settings for copy parameter , then save the template
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File copy parameter setting

Target path CATMP

File name BaiduNetdisk_6.8.7.2 exe

Save template Cancel

2) Software installation

Setup parameter settings for software installation, then save settings;the figure shown as

below,

Software distribution parameter setting X

Program in folder can be specified, e.g.

FolderName\Setup.exe

Execute file BaiduNetdisk_6.8.7.2.exe
InstallParam | /s

RunPermiss Run as system user permission

m Save template Cancel

3) Peripheral security
Setup parameter settings for peripheral security, then save settings;the figure shown as

below,
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Peripheral security

Configuration item list Configure detailed parameters

Restrict device type Restrict device type

Restrict device interface

In non-configuration state, d: permission is determined by interface

Exception device setting. Some devices shall be rebooted

U disk, mobile disk, COROM, floppy Not configured

Wireless network card Not configured
Modem Not configured
Printer Not configured
Scanner Not configured
Camera Not configured

Con]|
4) Software black-list & white-list

Setup parameter settings for software black & white list, then save settings;the figure

shown as below,

Software blacklist and whitelist strategy Blacklist and whitelist management Process control
Enable blacklist/whitelist process control (@)

Monitoring strategy setting
Monitor mode @ Blacklist mode Whitelist mode

Except user

2 Blacklist
= Unknown group
Default group

E‘ Save template

After saving template, prompt would be shown up for reminding
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Template configuration X

Template name blacklistAndWhitelistStrategy
Client type

Description Software blacklist and whitelist
2trategy

5) WEB security

Go to WEB security; configure the WEB security list, then save the template

Strategy configuration
Start WEB monitoring @D

Restriction mode

© Only forbid accessing website in line with legal domain name strategy

Only allow accessing website in line with legal domain name strategy

Domain strategy list

Domain name Restrict time Operation

www.baidu.com Every day(00:00~24:00) Edit

After click ‘Save template’; a prompt would be shown up for reminding

6) Printer white-list

Go to printing white-list, configure the white-list for printing, then save the template.
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White list strategy

Enable the print of white list @)

Program name

Operation
Wps.exe

Edit

Apply | Save template

A prompt would be shown up for reminding; which display the template type and matched

terminal model

Template file management Strategy center

<4 Distribute template & Extract template @ Edittemplate 17 Delete template

Template name Client type

Upload us z
Template type Creater Creation date Client model System type System version Client version
Linux Linux client Client configuration cz 2020-01-16 15:54:43 N610 Linux 2000.1.00 6.0.692.108.3228
N B ‘VMware Virtual Windows Server 2008 6.1.7601 Service Pack
template ‘Windows client Client configuration cz 2020-01-16 15:52:39 7.0.0.0000.9388
Platform R2 64x 1

3.11.1.4 Edit to template

Select the template, then click ‘Edit’ to start editing

10
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Remote assistance

Public

® Allow remote desktop

Allow remote check of the desktop

© Allow remote control of the desktop

Security

No verification

© Allow remote control of the desktop

Set password

New password

Confirm password

Edit template

Template name Client type Upload time

Description

we ™® B Q o * @

Remote Local access  Control panel Disk Desktop Desktop mode
assistance control management strategy

A = £ € £ £ O

Star menu Desktop icon  IE strategy IE proxy IE favorites IE security Time Sync
taskbar publish configuration

After template modified, click ‘Save’ to save settings

3.11.1.5 Linux template edit

Click ‘ Edit template’ to edit the template just saved before
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Edit template X
Template name Client type Upload time
Description
Time
Network Time Zone (UTC+08:00) Beijing, Chongging, Hong Kong, Urumgi

Language And Keyboard

Security . o .
Time synchronization settings
Cloud Service

ICA Global Settings Synchronize with an internet time server

Device Manager + Time Server

Power Manager

* Query time interval(day)

Click option to start editing, then click ‘save’ to complete.

Edit template X
Template name Client type Upload time
Description
Time
Network Time Zone (UTC+08:00) Beijing,Chongging,Hong Kong, Urumagi

Language And Keyboard

Security . o .
Time synchronization settings
Cloud Service

ICA Global Settings Synchronize with an internet time server

Device Manager « Time Server

Power Manager

* Query time interval(day)

3.11.1.6 Template distribution
1. Select the template file and the client for distribution

2. Click ‘Template distribution’
3. Execute the task in Plan
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Memo:

® Clients for template distribution can be one or many, as well as in group
® Template for client type should be matched with client OS; such as Windows template

for Windows client, and Linux template for Linux
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3.11.2 Strategy center

When a group require a united strategy for deployment, and wish new added client could adapt
the same strategy, the template binding with strategy would be highly recommended.

1. Click ‘Add strategy”

2. Select the template file for binding with strategy, then click ‘Next’

3. Choose the group, click ‘Next’;

Client strategy X

Organization Chart
aaddd
WS
¥ny

zjl

4. Complete the strategy create

comrrrarcaeE s RN ST errog e Do, e g ree—rrrreoToe vy e e
Template file management Strategy center
strategy name Creater  cz Strategy abstract Bind client group “
©® Add strategy T Delete strategy
Strategy name Strategy type Bind client group Bind client group type Strategy abstract Creater Creation time Details
Client Client configuration Organization Chart-- .
Manual group Lilux Template file, Linux (=4 2020-01-16 16:11:56 Details
strategy 2020 01 16 16...  strategy aaddd

5. Strategy executed status and result can be checked in ‘Task management’

Task management Cl

Strategy center task

Client strategy(Client configuratit
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3.12 Printer white-list

Allow printer to work with certain client for document printing in the particular programs only

Client group Search group White list strategy

= 2 Enable the print of white list (D)
New management terminals(1)

B  aaddd
wsj Program name Operation
xny

zZjl

6c51e8718(Linux)

WIN-JRVRUU7ECLR{Windy

147windows10(Windows 1

WIN-JRVRUU76CLR(Winde&

¢3fdb8c80(Linux)

No Data

Apply Save template

1 Add the programs into white-list for document printing.

Whitelist program

* Program name

wps.exe

2 Click ‘Confirm’ to complete settings
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White list strategy

Enable the print of white list @D

Program name Operation

Wps.exe Edit

Apply Save template

3.13 Terminal IP trace

1. Right click a terminal, then select “Terminal IP trace”
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| aaddd CscShecurity.log
Wsj
Xny
zil

6c51eB718(

Toafy client
WIN-JRVEL
[olat

(' | |

T47window

WIN-JRVRL

| |

Mowve

c3fdb8c80( Announcement publish

Power control »

Client parameter configuration
Peripheral security

Black and white list

WEB security

lllegal outreach management
File deployment

Agent update

Template file management

Terminal IP trace

2. After that, altering status of the terminal IP, group can be seemed; the figure shown as

Peripheral security log lllegal outreach access log Client login log WEB access log Assignment log Automatic update log for internal and external clearing Terminal IP trace
crageme o a
Subordinated group Client alias Client IP MAC Change time
Zjl win10-x64EN 192.168.44.168 00-0C-29-4A-20-9D 2020-01-15 13:24:31
zjl win10-x64EN 192.168.106.140 00-0C-29-4A-20-9D 2020-01-11 14:04:11

3. IP change tracing can be executed and traced by checking changed time of MAC address

4. The result can be imported to excel file
3.14 Directory security

Directory security can be set by changing the read/write permission for different users to certain

folders
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3.14.1 Add the directory security

1. Enter to ‘Directory security’ ; select a terminal, then click ‘Add’ in folder safety policy

3 T | =]
4 & =
« & @ L = % = =
eripheral security  WEB security  Software blacklist/whitelist  Performance monitoring  Clientalarm  Asset statistics  lllegal outreach management  Template manag; Printer white list | | Directory security
Client group SrmhaEm Folder safety policy
P
New management terminals(1) O Al | Folder safety strat Iy be 2dd
ti Chart
a . Folder path Read-write user Read only user
wsj
ny
3
No Dat
- windows10(Windows |
™ WIN-JRVRUUZECLR(Wind(
™ 36dbacs0(Linu)
<« Apply

2. Fill'in folder security patch and user given different permission, then click ‘Confirm’
Notice:

1) Folder patch should be met with Windows folder rule, given the max 240-character length
without &
2) Read-write user should be filled, is compulsory

3) User status should be enable and existed for terminal. Otherwise, task may go fails.

Add folder security policy X

* Folder path D:\Test
* Read-write user  Administrator #

Read only user = k&h3d &

3.14.2 Folder secure policy edit

1. Click ‘Edit’ to one of policies, the start editing
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@ Add *Folder safety strategy can only be added to existing users in the terminal

Folder path Read-write user Read only user Operation

DA Test Administrator kBhad Edit | Delete

2. Editing does not have folder patch modified, click ‘Confirm” after done

Edit folder security policy X

* Folder path
* Read-write user  Administrator @

Read only user = k8h3d &

3.14.3 Delete folder secure policy

Select the relevant policies, then click ‘Delete”; folder secure policy would be back to previous

one after its secure policy removed
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Folder path

D Test

*Folder safety strategy can only be added to existing users in the terminal

Read-write user

Administrator

Read only user Operation

kBh3d Edit | Delete

3.14.4 Folder secure policy distribution

Click on relevant policy and distribute it to selected terminal

T TSIy R

Client group Search group

IP

MNew management terminals(1)

Organization Chart

aaddd
wsj
xny

zjl

e s

WIN-JRVRUU76CLR(Winds

147windows10(Windows 7
WIN-JRVRUUTECLR{Wind:
c3fdb8cB0(Linux)

4

o s T

Folder safety policy

e I AT e A e T

*Falder safety strategy can only be added to existing users in the terminal

Folder path Read-write user Read only user Operation

DATest Administrator kahad Edit Delete

11
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Schedule wizard X

Task name Folder security policy configuration
Task target 1

Task start time @ Start right away

Assign task start time

Advanced setting Task end time

Only executed daily from fo

Deployment settings @ Deploy immediately (UWF module dossn't support it. Select restart)

B3 Restarting before deployment,Countdown (min) B
Only valid for terminal with memory protection
Deploy after restart

If clients still power on 5:00 ~5:15 with deployment task not
executed, the client will automatically count down to reboot.

E=

1) @IS < G A ANIH BRSNS AR 4 R A 2 ORAFE T 2l R B BRI N #1125
S, R ORHEN RSO e 2 BRI L S AN S AFTE

2) RIS SR B P, A i T SO e 2T

3.15 Log on by IC card

User can login to session by swapping a card after first register to clients
3.15.1 User management for logon

The interface for user account to logon by card, is shown as below

Account management

card number Account t Status Time

wsj Enaled 2020-01-07 11:21:13

3b818001804f0caD000003060300018718b8410c xny Enaled 2020-01-07 11:36:49

11



Centerm 88 ¥

3.15.2 User enable/disable

Choose the user first, then make user enable or disable

Tip

@ Be sure to disable accounts?

After click ‘ok’, the status change

Wiy sUNWwaIS auRESy WIEISL T HIanLS ooty ASITLSMEUSULS  IHSYE! SULTAU THEHAYSINEIL  ICINpIGNS THEHaYSINCHE TS weike nsl UnCuoly seuany  buy repan o cara g

Account management

card number Account it Status Time
3b8f800180410ca0000003060300010c205¢4a50 wsj Disabled 2020-01-07 11:21:13
3b8800180410caD000003060300018718b8410c xny Enaled 2020-01-07 11:36:49
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4. System settings

4.1 User management

4.1.1 User management

After installation of system, default username and password are admin and admin respectively.
The administrator can configure the user/group, role and authority of role. Description about
authority: the user authority can restrict the user to access to system functions. The user authority

is the role authority.

Click “user management” to view the information of current group. The user in this group can be

deleted. However, the super admin cannot be deleted.

4.1.1.1 Add user group

The system doesn’t limit the number of groups. User can add infinite groups in cascade connection

mode.

1. Right click on a group node in “user management” and select “add the user group” in the popup

menu.

M User management

Q1

& 1111 Add user

&g 2 Import AD users
& a Add user group
& admin

9 cz

2. After editing, click “Confirm” button to finish the addition of user group.

11
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Add user group

* Group name | TEST

User role
Super admin
Universal

1111

Description Subordinated group
Description
Super admin

Universal

4.1.1.2 Add user

User management Role manag
&, Personal setting

. User management

2 1 ¢

123 l
admin

ck

cz

syb
wsj
Xny

zZjl
CDMS

BlE B 0o 0o (o0 ol ok

TEST

The system doesn’t limit the number of users. User can add infinite users.

1. Right click on a group node in “user management” and select “add the user” in the popup menu.
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Add user

N
Import AD users il
Add user group

2. Distribute role

The user role is a set of authorities to restrict the user to access some functions of the system and
to carry out some operations. See “role management” for details.

User management X
User role Description
0 Super admin Super admin
Universal Universal
1111 —
Mext

3. Fill in the basic information.
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User management X

*Confirm pwd - -
Manager or not = Yes
Phone = 12345678901
Email 123@qq.com
Unit
Subordinated group
Description
7 -
Back Next

Notice:

The principal refers to the administrator who has administration authority of the user group and can
manage all users in the user group.
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User management X

Add and bind IP section

*Used to show the terminal range under “New manged terminal” and limit the
search terminal range in  "Search client computer” interface

Back Next

4. Distribute the client resources

Resources refer to the client resources which can be managed by user. After login, the user can
only see the clients under his/her management.
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User management X

All resources
xny
] zjl
wsj

aaddd

Finally, click “OK” button, as shown in following figure.

m TEST
& test

4.1.1.3 Import AD user

There is no restriction to user importing

Right click ‘User management’ then select ‘Import AD users’
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. User managen

g-l na

o admi Add user

admin

9 & Import AD users ﬂ
C

9 Add user group
cz

& syb

AD user is detected, the LDAP connection should be configured before import AD user

Import AD users X

DN Account Selected users
DN Account DN Account Status
OU=fj,0U=CDMS xny@vmad.com
OU=fj,0U=CDMS cz@vmad.com
OU=fz,0U=fj,0U... fz1@vmad.com
OU=fz,0U=fj,0U... chenkang@vmad.... No Data
OU=fj,0U=CDMS wsj@vmad.com
OU=hn,0OU=CDMS Zy@vmad.com

OU=anhui,0U=C... yxgczs@vmad.com

Select the users about to be imported, status should be existed for user who has imported.
Otherwise, the status would be ‘Not used’
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Import AD users

DN Account

DN

OU=fj,0U=CDMS
OU=fj,0U=CDMS
OU=fz,0U=f,0U...
OU=fz,0U=fj,0U...
OU=fj,0U=CDMS
OU=hn,0U=CDMS

QU=anhui,QU=C...

Selected users
Account DN
xny@vmad.com - OU=fj,0U=...
cz@vmad.com OU=fj,0uU=...
fz1@vmad.com OU=fz,0U=f...
chenkang@vmad....

wsj@vmad.com
zy@vmad.com

yxgczs@vmad.com

Account

®ny@vmad....
cz@vmad.c...

fz1@vmad.c...

Click ‘Next’ to import the users for basic information and group resource editing
status should be ‘Universal’ when user is not existed in CDMS

Selected users

Basic information User role [lient group resource

xny@vmad.com{OU=fj,0U...

cz@vmad.com{QU=1j,0U=...
fz1@vmad.com(OU=fz,0U...

If importing AD user success,

figure shown as below;

Username

* Real name Xienengyanxny
Manager or not No

Phone

Email

Unit

Description

12

Status

Existed

Existed

Not used

Next

a tree structure would be shown on the basis of AD structure, the




Centerm ALTE {p-
. CDMS
2 123
1N
& cz@vmad.com
£, xny@vmad.com
s fz
& fz1@vmad.com

4.1.1.4 Manager

Manager can handle all permissions in the group; who also have permission to add, remove, edit
the all AD user info

User management Role management
& Personal setting User group management
1 User management

5 Group name Description Subordinated group

4

: (oo |

8, admin

9 o e o Identity Description
4a

4 b

2

g,

nagement
User group management

Group name Description

I n
), admin
2. d Username Real name Identity Description
N test test
2 9b

Subordinated group

Likewise, the manager role also can be removed
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User management Role management
& Personal setting User group management
M User management

21 Group name Description Subordinated group

8 122

.

2, admin

& Username Real name Identity Description

9«

9 test test Charger —

2w

8wy

& 4

m COMS

m1

M TEST

L test
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4.1.1.5 Individual settings
On “individual setting” panel, user can change his/her basic information, but cannot change the

resource and role information (if the user is the principal, the user can change the resource
information in management group).

Personal setting

Basic information gind IP range Client group resource

Username No bo now Client
Organiza

group

Phone

&3 Email

m Real name [~
2 test Unit

Description

Userrole  Super admin

Change the individual password according to the following figure.

User management Role management
of el el Personal setting
i User management
&1 Basic information
Q 123
&, admin
9 Username
&
9 b group
& v Phone
& oy
& 4 Email
M CDMS
mo1 Real name cz
Mmoo TEST
Q test Unit
Description
User role Super admin

Modify information Modify password
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4.1.2 Role management

Role is the authority of user management system. The corresponding role can be set for an
administrator based on the authority. The administrator can be assigned with one or more roles to
facilitate the management division and authority division of the system. The adding method of role
is as follows:

1. Click “add” button. Input “role name” and “description” in the popup window and select the
corresponding “authority”.

User management Role management
Role information ® Add ¢ Edit Tif Delete
User role Description
Super admin Super admin
Universal Universal

1111 —

12



Centerm 88

Add role X
* Role name TestRole
Description TestRole
| Permission name Description
= Power control remotely wake up, shut down ... -
Remote assistance guide the client for operation
Software blacklist and whitelist... disable certain software (blackl...
Blacklist and whitelist manage... Add, delete and modify the bl...
Client configuration configure parameters of client ...
File deployment Remotely distribute software a...
b

Then, the list will display the added role, as shown in following figure.

Role information ® Add ¢ Edit 1 Delete

User role Description
Super admin Super admin
Universal Universal
111 —

TestRole TestRole

4.2 Resource center

4.2.1 Introduction

1. What is a resource center?
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A resource center is a gathering center of user management file resources, including deployment
and management of storage nodes. Only the storage node is added in the resource center, relevant
function of the system can be enabled. Therefore, it is necessary to add and bind the storage nodes
before using.

2. What is a storage node?

When a user uses the client upgrade, file deployment and other functions, the system shall reserve
some file resources for the user, so the storage node is the carrier for storing these file resources.
At present, the storage node only supports CDS server (Centerm data server). The storage node
can be managed and used only after being added in the resource center. In the deployment stage,
the system shall rationally deploy the storage nodes according to the practical situation.

3. What is a bound storage node?

Binding refers to specifying the storage node as the nearest storage node of a client group. During
executing file operation of this client group, the files can only be uploaded to or downloaded from
the bound storage node. If the current group has no bound storage node, the bound storage node
of the parent group shall be regarded as the nearest storage node.

The meaning of bound storage node is that the client can acquire the resource from the nearest
storage node, which shortens the file transmission time and rationally divides the resources to avoid
possible network congestion caused by acquiring resources from one storage node.

If one client group is bound with many storage nodes, it represents that the client group can acquire
resources from these bound storage nodes to improve the transmission efficiency. If one storage
node is bound with many client groups, it represents that many client groups share resources in
one storage node.

4. How to rationally bind the storage node?

Rational binding of storage node can accelerate the transmission speed of file resources and avoid
the network congestion. In order to rationally bind the storage node, the administrator shall clearly
know the distribution of current clients. Generally, the storage node bound with the client shall be
closest in the geographic or network scope. We suggest the user setting up and binding the storage
node in each geographic area and network area.

4.2.2 Add storage node

1. Firstly, set up CDS server in the host with large hard disk space and fast reading and writing
speed.

2. Enter [deployment management—>resource center] module. In adding at the first time, click
“add the storage node” button, as shown in following figure:

[ T T

3. In the popup dialog box, fill in the name of storage node, bound client group and IP address.
After filling, test whether the storage node can be normally communicated.
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Add storage node X

* Node name 192.168.106.139

* Bind client group ~ Crganization Chart Browse
*IP 192.168.106.139

* Port 444 Connected

e Type of storage node: at present, only support CDS server;

) Bound client group: bind with client root group by default. Click “browse” button. Select other
bound groups from the client group tree. The storage node can be bound with many groups,
but cannot be bound with parent group and sub-group simultaneously. As shown in following
figure, the storage node is bound with two groups.

Add client group X

| Organization Chart
xny
zjl
wsj

aaddd

Confirm Cancel

Click “OK” button. The list will display the added storage node.

Resource center

[ 8ind client group Used space/Free space Node status

192.166.106.139 Organization Chart 464M / 6G Online
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4.2.3 Binding changes

When the location of storage node changes or the storage node is discarded, it is necessary to
release or change the binding of storage node. Refer to following method:

1. Change binding

The change binding is only applicable to single storage node. Click “edit storage node” button.

Resource center

& e |

Node name [ Bind client group

B 192168106139 192.168.106.139

In the popup property dialog box, reselect the client group to be bound with the storage node.

Add client group X

Organization Chart

xny
= zjl
= WSj
aaddd

12
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Edit X

* Node name 192.168.106.139

* Bind client grmlj zjl,wsj Browse

P 192.168.106.139

* Port 444 Connected

Click “OK”. The interface displays that the group bound with the storage node has been changed.

2. Delete node

After deleting a node, the binding relationship between the storage node and all client groups will
be released, i.e. release of all using of the storage node by management server.

Operation step: select the storage node and click “delete” button.

Resource center
BT T BT

92.168.106.139 192.168.106.139 Zjlwsi

4.2.4 Clean storage node

After long term using of storage node, a lot of junk files will generate and the hard disk space will
become small. User can clean the storage node by following method.

1. Clean junk files

Junk files are usually caused by file transfer interruption, storage node abnormality and other
reasons. The “clean junk file” button in toolbar of the resource center can be clicked to clean the
junk files of all storage nodes at one time. However, only administrator has such authority.

Notice: if the system is executing the file operation, don’t use this function. Otherwise, abnormality
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may occur.

Resource center
prrry I T | R KT
L] e nar P

2. Empty files of storage node

If it is confirmed that the storage node has no important files, the storage node can be emptied to
release space of the storage node. After emptying, all files in the storage node will be deleted.
However, files saved by other users in FTP server will not be deleted.

Notice: if the system is executing the file operation, don’t use this function. Otherwise, abnormality
may occur.

@ pansorage noce & cosrnoorn | veme ]| ceorren ||
Node name
B | 1w

P

4.3 Data cleaning

After management system running for a certain period, the system will generate a lot of logs related
to clients or system. The logs will occupy the storage space of server and may cause slow running
of system. In order to solve this problem, the system has the data cleaning module. Therefore, the
administrator can clean the running logs of the system conveniently.

4.3.1 Manual cleaning

The manual cleaning refers to that the administrator manually cleans data in the system.

On the manual cleaning interface, select the type of data to be cleaned, and click “immediately
clean” to clean all data with same type in the current system.

Client CID/SP E-terminal  Audit management  Task management [EISEUNERITY

]

Device management  User management  Resource center | Dataclear| Global parameters  Relay server management

Select data to be cleared immediately

Select all

Software modify log 15k management message Client login log Assignment log legality outreach log Notice inf Alarm log evice security log WEB Access lo

4.3.2 Automatic cleaning

The automatic cleaning refers to automatic cleaning of data by system. By default, the automatic
cleaning function is enabled to all types of data to automatically clean the operation data which are
stored longer than the specified days.

If the administrator doesn’'t want to automatically clean operation data with certain type, the
administrator can cancel the corresponding check box. The system will not automatically clean the
data with this type.
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Clear manually Clear automatically

Set days saved in system. Data will be automatically cleared beyond the specified days

B Select all

B Software modify log 30 Day
B Task management messag 90 Day
@ Client login log 5 Day
B Assignment log 30 Day
B lllegality outreach log 30 Day
B Notice info 30 Day
B Alarm log 30 Day
B Device security log 30 Day
B WEB Access log 7 Day
B Administrator operation Ic 30 Day
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4.4 Global parameters

4.4.1 Global parameter settings

1. Mail settings

On the global parameter page, the administrator can set the mail server for the system.
When the system sends alarm information, the server will send the mail.

Global parameter setting Auto scanning setting Task audit con ati
Mail
Server
Port 25

Email address

Password

Test

Key configuration

* Key update period (day) 30

LDAP

IP 192.168.106.30
Port 389

2. Key update cycle

The key refers to the communication key between the server and the clients. The default
update cycle is 30 days. The administrator can change the cycle according to demands.

Key configuration

* Key update period (day) 30

3. Remote assistance

The confirmation of remote assistance refers to the popup confirmation box in client when the
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server sends the remote assistance to the client. In other words, the server can realize the
remote assistance only after confirming and accepting by the client.

The system enables the remote assistance confirmation by default. If the user selects cancel,
the server can directly realize the remote assistance without confirmation by client.

Remote assistance

Be sure to enable remote assistance
Only Windows is valid, please set in the client parameters for Linux

4. Password complexity check
The password complexity check refers to the limitation of complexity of administrator’s
password. By default, the password complexity check is disabled. If the user enables the

check, the password of system administrator shall include uppercase and lowercase
letters, numbers and special symbols.

Password complexity check setting

Enable password complexity check

5. Malicious login IP locking

In order to prevent from cracking of system account, the system supports locking of IP
which fails in login successively. Within one hour, the IP cannot log in. The function is
enabled by default.

Malicious login IP lock

Lock of IP if input incorrect password three times

6. Client search configuration

Configuration of client search timeout is for configuring the timeout of waiting for feedback
information after the client sends the search command.
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Search client configuration

* Search client timeout (s) 7

7. Task configuration

Configure the default deadline of task. The task beyond the deadline will be terminated.

task configuration

* Task default time(days) 7

8. File deployment configuration

Configure whether to refresh the file list after copying of distributed files for deployment
and after software installation task.

file deployment configuration

file deployment refresh check item

9. LDAP Settings
LDAP settings could allow domain users to join to CDMS, then login to CDMS by domain

user account
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LDAP

IP

Port

Basic path

Account DN

Password

192.168.106.30

389

dec=vmad,dc=com

cn=Administrator,cn=Users, dc=vmad,dc=com

Search path OU=CDMS3
Test
PS:
1. Basic path is the server address of Domain controller
MR EfEA) BBV EEIH)
I E EIERCEE Ko X . =k
] Active Directory FF#IHENL|| 2% wR 7 R
b EiERERe [27] anhui iRE0ESA
|4 i vmad.com | 5] dfsfs P e i
B | Builtin Fik; LRINESy fujian
4 - CDMS & hn {EEESGY bl =)
b (] anhui Fif = E=tat il
b (2] dfsfs azutest =28 - 25
b a1
B &l hn
b E B

I | Computers
I 2] Domain Controllers
b ] ForeignSecurityPrincip:
b [ Managed Service Accc
b T skype
[ Users

Z] vmware

b B

Account DN shows the role of user in DC
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R BIEA)

BEEV)

ZEIH)

e 2E 0/ XE 6 =

2 Joo i SRR Y

] Active Directory BF¥IHEN | =88
b [ BENES & Administrator
o
» [ Builtin 2 CSAdministrator
b (2] CDMS 82 CSArchivingAdministrator
> £ Computers 82 CSHelpDesk
b 5] Domain Controllers || ga | ,cationAdministrator
y g ::rﬂgn::cunt):l’n:aps 82, CSPersistentChatAdministrator
l; - aneg e A 2 CSResponseGroupAdministrator
=P 2, CSResponseGroupManager
»
— 2 csServerAdministrator
2 vmware
> B A 2 cSUserAdministrator
2, CSViewOnlyAdministrator
2 CSVoiceAdministrator

=m v
B

BF

=2 - BF
=24 - BF
=248 - BA
=24 - BR
=248 - BF
=24 - EF
=248 - BF
=248 - BF
=24 - BF
=24 - BEF
=28 - BR

fiu
BEHENENREK..
ARSI LUE S...
AR RERTLE Sk...
HAERIRLSFTLATE Skyp...
AR SES E911..
IHAERIAERETLIAZER/ ..
HAAPHIERBILIE Sk..
HAEFHIRREILITE Sk
HAERRIESAILIEE..
AN EREALERA..
HATHRRRNESE ...
PRI RAILITE Sk...

3. Search path is a filter for research

] Active Directory BF#IHEN
b O BENES
4 F3j vmad.com

b (] Builtin

p = COMS
b ] Computers

b @1 Domain Controllers
__| ForeignSecurityPrincip:
b (] Managed Service Accc

b & skype
] Users
b 2] vmware

b ] &R
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4.4.2 Database backup and restore

4.4.2.1 Backup

Click ‘Backup’ to start backup the database

Backup

* File name 2020 1_16_19

4.4.2.2 Restore
Select the database record, click ‘Restore’ to recovery
4.4.2.3 Backup automatically

Backup interval can be set for task execution automatically.

Auto backup setting

* Backup interval Ddays (0 for not auto backup)

4.4.2.4 Import

Database in local host is allowed to be imported

Import database file
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4.4.3 Organization structure import and export

Enable to import and export info of client, group and user info for moving organization structure
more efficient

Global parameter setting Auto scanning setting Task audit configuration Database backup and restore import and export Peripheral software upgrade strategy

Export

Export existing client,group and user information.

Select file Upload to server

Import the existing client,group and user information into current system.

4.4.4 Peripheral firmware upgrade

Enable to upgrade the peripheral firmware or software for user to deploy more convenient

Global parameter setting Auto scanning setting Task audit configuration Database backup and restore import and export Peripheral software upgrade strategy

Enable auto upgrade of peripheral software ‘)

Next Auto UpgradeTask Time File name Version Device model Bind gr
Upgrad period 01:00 - 02:00
Max client in upgrade task 200 Mo Data
»
Save
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